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Abstract 

 

This thesis provides an assessment of the readiness levels within both urban and rural 

hospitals and clinics in Libya for the implementation of E-health systems. This then 

enabled the construction of a framework for E-health implementation in the Libyan 

National Health Service (LNHS).  

 

The E-health readiness study assessed how medications were prescribed, how patients 

were referred, how information communication technology (ICT) was utilised in 

recording patient records, how healthcare staff were trained to use ICT, and how the 

ways in which consultations were carried out by healthcare staff. The research was done 

in five rural clinics and five urban medical centres and focused on the E-health 

readiness levels of the technology, social attitudes, engagement levels and any other 

needs that were apparent. Collection of the data was carried out using a mixed methods 

approach with qualitative interviews and quantitative questionnaires. The study 

indicated that any IT equipment present was not being utilised for clinical purposes and 

there was no evidence of any E-health technologies being employed. This implies that 

the maturity level of the healthcare institutions studied was at level zero in the E-health 

maturity model used in this thesis. 

 

In order for the LNHS to raise its maturity levels for the implementation of E-health 

systems, it needs to persuade LNHS staff and patients to adopt E-health systems. This 

can be carried out at a local level throughout the LNHS, though this will need to be 

coordinated at a national level through training, education and programmes to 

encourage compliance and providing incentives.  

 

In order to move E-health technology usage in the participating Libyan healthcare 

institutions from Level 0 to Level 2 in the E-health Maturity Model levels, an E-health 

framework was created that is based on the findings of this research study. The primary 

aim of the LNHS E-Health Framework is the integration of E-health services for 

improving the delivery of healthcare within the LNHS. 

 

To construct the framework and ensure that it was creditable and applicable, work on it 

was informed directly by the findings from document analysis, literature review, and 

expert feedback, in conjunction with the primary research findings presented in Chapter 

Five. 
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When the LNHS E-Health Framework was compiled there were several things taken 

into consideration, such as: the abilities of healthcare staff, the needs of healthcare 

institutions and the existing ICT infrastructure that had been recorded in the E-readiness 

assessment which was carried out in the healthcare institutions (Chapter 5). 

 

The framework also provides proposals for E-health systems based on the infrastructure 

network that will be developed. The processes addressed are electronic health records, 

E-consultations, E-prescriptions, E-referrals and E-training. 

 

The researcher has received very positive, even enthusiastic, feedback from the LNHS 

and other officals, and that expect the framework to be further developed and 

implemented by the LNHS in the near future. 

 

Structure of the Thesis: 

 

¶ Chapter One: Background to the Study. 

¶ Chapters Two and Three: Literature Review. 

o Chapter Two: E-health Literature Review. 

o Chapter Three: Models and Frameworks for Assessing for E-health 

Systems Readiness. 

¶ Chapter Four: Research Methodology. 

¶ Chapter Five: Results and Analysis. 

¶ Chapter Six: Design and Development of an E-health Framework for the Libyan 

National Health Service. 

¶ Chapter Seven: Refliction, Evaluation and Further Work. 
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1.1 Introduction  

1.1.1 E-health 

E-health can be defined as the provision of healthcare electronically. The primary areas 

that E-health covers are: (1) the delivery of healthcare information to healthcare workers 

and patients online and through ICT, and (2) the use of ICT for the improvement of 

public healthcare delivery, for instance the use of online resources to train healthcare 

staff (Afaq et al., 2014 and Jeffrey, 2006). 

 

Wilkins (2016) defined health information systems. He cites the World Health 

Organisation (2004) gives a definition of health information systems as systems for 

integrating the collection of data, making reports, carrying out processes and using 

information that is needed for the improvement of healthcare provision and improving 

healthcare management on every level (Alfred et al., 2010). E-health involves IT and 

communicating electronically; this assists in providing and supporting clinical 

healthcare at distances (WHO, 2010). Bashshur and Shannon (2009) go on to state that 

E-health involves using information communication technology for supporting and 

promoting the administration of healthcare, clinical healthcare over long distances, 

public health and educating professionals and patients about issues related to healthcare. 

E-health can provide new methods for utilising healthcare resources; for instance, 

healthcare records for up-to-date information about patients that is easily accessible. 

The objectives of E-health technology are more efficient healthcare, encouragement of 

more use of evidence-based medicine, improving patient healthcare staff relationships 

and patient empowerment (Monaco, 2015; Yalcin and Can, 2016). Globally, E-health 

can be utilised for disseminating healthcare information that is up to date and accurate 

(Gray et al., 2016; Kwankam, 2009). The areas most likely to find the greatest benefits 

from E-health are those that are sparsely populated and rural as they can employ 

telemedicine and gain better access to specialist healthcare data (Kallio, 2015 and 

Kwankam, 2009). Andrews et al. (2007), found that in rural areas of Canada, there are 

high rates of usage of E-health, with as many as 95% of participants in their study 

having been online before, often using online video communications and owning digital 

cameras. The obstacles of distance and time become less of an issue when E-health 

systems are employed for distributing healthcare information, as collected knowledge 

can be disseminated globally (Robison, 2015 and Kwankam, 2009). 

 



3 
 

From the view-point of creating healthcare strategies, investing more in E-health 

technologies can create reductions in healthcare costs and improve the provision of 

healthcare to patients regionally and nationally. As populations become increasingly 

older, E-health technologies can provide healthcare services more efficiently and cost 

effectively. It is essential to examine successful E-health implementations to see how 

their impacts can be improved financially, and how they can be integrated with existing 

healthcare structures at a local level (Nguyen et al., 2016; Christophorou et al., 2016; 

Nungu, Pehrson and Sansa-Otim, 2014). 

 

There are increasing numbers of developed countries and a few developing countries, 

which have installed E-health services (Hodge, 2011; ECFHCR, 2010), though each 

began from a different place, uses different approaches, moves at its own speed, and 

follows its individual path in the deployment of E-health services. The EU have set up 

goals for all member states to implement successful E-health programmes in their 

Digital Agenda (Ricciardi et al., 2013; Nelson, Staggers, 2014). In the context of the 

present research study E-health is defined as: "the use of ICT in health products, 

services and processes combined with organisational change in healthcare systems and 

new skills, in order to improve health of citizens, efficiency and productivity in 

healthcare delivery, and the economic and social value of health" (Jeffrey, 2006). 

 

The USA administration has earmarked huge amounts of public funding to assist 

healthcare organisations in implementing E-health systems. Unfortunately, the USA 

healthcare organisations have experienced failure rates of about 50% while 

implementing new IT systems (Rahimi et al., 2008). Vretveit et al. (2007) argue that the 

main reason for these high failure rates is that broader organisational risks of clinical 

innovation have not been assessed enough. Her research has suggested that important 

ways of identifying risks in innovating new clinical systems are assessing a healthcare 

institutions readiness for the introduction of new IT systems (Vretveit et al., 2007). In 

spite of change agents and champions contributing in a positive way to peopleôs 

readiness being shaped, the idea of readiness has been given a limited amount of 

attention in literature regarding general organisational change (Suchan, 2008; Pare et al., 

2011). Because evidence is emerging about new E-health systems failing, it is very 

important for organisations to be able to gauge their readiness for the implementation of 

new IT systems. 
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E-health readiness assessments for healthcare institutions can be used to identify 

problems that could potentially cause failures to occur, thus allowing healthcare 

institutions to innovate and are categorised as organisational readiness (Turner et al., 

2009; Kristensen et al., 2009). 

 

Li (2010) states that performing an E-health readiness assessment before the 

implementation is necessary for assessing how successful it is likely to be, as well as its 

likely value and merit. Furthermore, Lorenzi (2009) points out that performing a pre-

implementation evaluation aims to provide direction when carrying out decision making 

regarding subsequent developments or implementing tasks. In recent times there have 

been tools created for assessing E-readiness that focus upon healthcare in rural 

communities (Wickramasinghe, 2005; Jennett et al, 2003, 2005; Ojo et al, 2008). 

 

Additionally, some researchers are looking at telehealth readiness assessments as being 

of importance before implementations are carried out (Jennett, Gagnon and Brandstadt, 

2005). E-health readiness assessment frameworks currently being used are 

predominantly developed for use in developed nations. This means that because the 

developing world differs so much, it is always possible that an E-health readiness 

assessment tool might not be appropriate for the country in which it is being used. 

Additionally, the tools and models are generally designed for adopting telehealth 

technology so they have limitations when being used for making assessments for 

adopting E-health systems. Therefore, it is necessary that developing nations are 

assessed by frameworks specifically designed to suit their needs to see if they are ready 

for E-health implementation. 

 

Health technology assessments are an expanding field which evaluate the safety, 

efficiency, effectiveness, cost, legality, ethics, and implications for an organisation, if a 

specific health technology is applied; such technology is generally a medical device, a 

clinical or surgical procedure or a drug (Nguyen et al., 2016; Zucchella et al., 2016; 

Taylor et al, 2009). 

 

It is critically important that the correct criteria be used for evaluating the readiness as 

so much hangs upon the results of the evaluation being correct, for instance the 

incorrect equipment might be purchased or the whole endeavour might simply be 
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doomed to failure before it begins and this money, time and effort might have been 

expended far more effectively in another area of need. 

 

1.1.2 Libya 

Libya is a country in Northern Africa and covers an area of 1,665,000km2. It has a 

coastline of 1,900km and shares borders with Egypt, Sudan, Chad, Niger, Algeria and 

Tunisia. The estimated population of Libya in 2008 was 5,527,000, giving it a 3.3 

persons per km2 population density. The north of Libya is the most densely populated 

with 10% of the land being populated by 85% of the population. The largest seven cities 

of Libya are: Tripoli, Benghazi, Misrata, Zawia, Sabha, Sirt and Derna (WHO, 2011). 

Figure 1.1 shows a map of Libya. 

 

 
Figure 1.1: Map of Libya showing the location of participating sites (WHO, 2011). 

 

The National Health Policy which was declared by the General People's Committee 

(GPC) in 1973 provided a framework for the National Health Strategy in accordance 

with which the health programmes are designed and implemented to deliver healthcare 

to all citizens. The Public Health Law No. 106 of 1973, states that: ñhealth is a lawful 

right of all people and is to be guaranteed to them by the state.ò (Kumar and Arteimi, 

2009).  
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Libya has been reasonably successful in raising healthcare standards since 1973. For 

example, in the 1960s the average life span of individuals was only 46 years, whereas 

now the average life expectancy is 73. The mortality rate for children aged under five 

years fell from 16% in the 1970s to 2% in 2000. In 1999, immunization records showed 

that 92% of children aged under one year were vaccinated against measles and 97% 

against tuberculosis. However, the Libyan National Health Service is facing major 

problems since the civil unrest in February 2011. Kumar and Arteimi (2009) state that 

ñsome of the reasons identified behind these major problems are challenges like lack of 

Human Resource Planning, Production and Management, Absence of a National Health 

Information System, inadequate use of Information and Communication Technology for 

Healthcare, lack of Management and Accountability, Poor Coordination in National 

Institutionsò (Kumar and Arteimi, 2009). 

 

The research study reported in this thesis was carried out in five different areas of 

Libya, two healthcare institutions from each area, meaning that a total of 10 healthcare 

institutions were selected for the research. Table 1.1 shows the healthcare institutions 

which participated in this study in rural and urban areas of Libya, and Figure 1.1 shows 

a map of Libya and the locations of participating sites. 

 

City  Healthcare institution 

Tripoli 
Tripoli Medical Centre 

Al -Razi Clinic 

Benghazi 
Benghazi Medical Centre 

Al -Quiche Clinic 

Sabha 
Sabha Medical Centre 

Al -Manshia Clinic 

Sirt 
Ibn Sina Medical Centre 

Al -Hyat Clinic 

Zawia 
Zawia Medical Centre 

Al -Bassatein Clinic 

Table 1.1: Healthcare institutions that participated in the study. 

In the case of Libya, Information Communication Technology is seen as more and more 

necessary for supporting healthcare services. June 2010 saw the first terabit 
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international fibre optic cable arriving in Libya and the government has also announced 

it will invest ten billion American Dollars in ICT infrastructure until 2020. The 

infrastructure is rapidly developing also to allow the implementation of E-health 

systems in rural medical centres, as well as urban medical centres (Bakeer and Wynn, 

2014). 

 

One of the biggest hospitals in Libya is the Benghazi Medical Centre (BMC), which has 

a capacity of over 1,200 beds. Through a selection process involving international 

companies, in November 2010, the German company Nexus was given the contract for 

implementing a Health Information System at the Benghazi Medical Centre. BMC is 

focusing upon developing Electronic Health Records for their patients to improve 

medical treatments provided (NEXUS, 2010). In some of the healthcare institutions in 

rural areas, information communication technologies are not very coordinated and quite 

isolated and the programs of implementation there are lacking in communication 

between one another (WHO, 2011a). 

 

Libya is the main subject of the present research study which conducts an exploration of 

the readiness of rural and urban healthcare institutions for the implementation of E-

health services and other healthcare factor that need to be taken into account when a 

healthcare Information System is planned. 

 

1.1.3 E-health for Libya 

E-health utilisation can impact positively on healthcare provision in the Libyan National 

Health Service (LNHS) by making healthcare data more available, improving the 

continuity of healthcare for patients, reduce the time patients need to wait and cut down 

on medical mistakes. 

 

The introduction of ICT in the LNHS would have to be accompanied by huge changes 

to the structure of the organisationôs procedures, roles and responsibilities of individual 

professionals and their work processes. Developed countries have carried out 

comprehensive research about information and communication technology, which 

explains it in detail and sets out comprehensive guidelines. The same cannot, however, 

be said of developing nationsô studies of ICT. Some research though has recently been 

published on the usage and implementation of information and communication 

technology in developing countries (IRMA, 2010; Akpan-Obong, 2007), though they do 
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not appear to be comprehensive enough to provide a complete research profile of ICT in 

developing countries, especially inside the LNHS. 

 

The Libyan Ministry of Health sees E-health technologies as crucial to developing the 

LNHS for managing its healthcare operations (NEXUS, 2010). Because healthcare ICT 

is becoming so important to the provision of healthcare, it is very important to gain a 

comprehensive understanding as this could be very useful on a pragmatic level. 

 

The research reported in this thesis explores ways of assessing the readiness of 

healthcare institutions for implementing E-health systems in rural and urban areas of 

Libya. This will be carried out by studying E-health implementations in other countries 

and by carrying out interviews and surveys amongst healthcare staff in the LNHS. 

 

For the purpose of achieving this, several different models for assessing E-health 

readiness were taken into consideration and the Chan framework was chosen 

specifically for measuring the E-health readiness in Libya. The mixed method that was 

formulated for this research used the Chan framework for its formulation. The reasons 

for choosing Chan framework are explained in more detail in Chapter 3. 

 

1.1.4 Section Summary 

This section has shown how E-health technologies can potentially lead to the delivery of 

healthcare provisions more cost effectively and with improved quality. There are though 

several examples of E-health implementations that are less than successful. To improve 

understanding of what needs doing to successfully implement E-health technologies in 

the LNHS, the research in this study will concern itself with the issues that are related to 

the development of an E-health framework, issues that are made evident through 

assessing the readiness of healthcare institutions in Libya for E-health implementation. 

The following section will highlight the benefits of employing E-health technologies. 

 

1.2 How E-health Systems can be Beneficial 

A lot of research (Alvarez, 2002; Ruotsalainen et al., 2003; Iliakovidis, Wison and 

Healy, 2004) has indicated that E-health will allow ICT developments to develop 

healthcare service infrastructure in many countries. The expectation is that healthcare 

assistance will be easier to access and will be attainable anywhere all the time, no matter 

the location is in which it resides or was created. 
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It is the expectation of healthcare experts that the implementation of E-health systems 

would impact the practice of healthcare significantly (Eng, 2001; Grimson et al.,2000; 

Ruotsalainen et al., 2003; Wilson et al., 2004); that data could be retrieved reliably and 

accurately, when and where required; patient medical histories could be reviewed so 

that medical tests do not need to be repeated; healthcare staff could communicate 

independently of where they are located so that patients could be diagnosed faster and 

more effectively. Moreover, healthcare staff could be updated with new medical 

knowledge as soon as it is published online through E-training and could ask for advice 

from other healthcare staff from anywhere in the world if they were unable to deal with 

a case themselves (Ruotsalainen et al., 2003). The populace would benefit by being able 

to access improved information about healthcare and they would also be able to access 

improved healthcare services (Beogo et al., 2016; Goeuriot et al., 2015; Ruotsalainen et 

al., 2003; Silber, 2003; Wilson et al., 2004). It would be possible for patients to be 

treated or monitored at home so that they do not need to travel while sick or be 

hospitalised (Imai, 2016). Figure 1.2 shows the core E-health application domains. 

There is an expectation that the implementation of E-health systems will mean that 

healthcare structures will become harmonised, allowing healthcare services to be 

provided seamlessly and continuously (Goeuriot et al., 2015; Grimson et al., 2000; 

Ruotsalainen et al., 2003; Wilson et al., 2004). When different healthcare organisations 

cooperate with each other, then healthcare data can be shared if it needs to be shared 

(Robison, 2015). There is also an expectation that it will mean better services can be 

provided with money being used more efficiently and effectively. Because of improved 

documentation of healthcare practices, it would be possible evaluate their effectiveness, 

thus allowing decisions on future healthcare policies to be more effective. 

 

A downside to E-health implementation is that those who do not know how to use 

computers or do not have online access will be passed by in the benefits available from 

E-health systems. Though E-health services can provide enormous healthcare 

assistance, they not utilised on a wide scale in healthcare services worldwide (Bush et 

al., 2016 and E-health, 2004). There are many E-health systems currently available 

internationally (Iliakovidis et al. 2004), though much of their potential has not yet been 

realised (Ruotsalainen et al., 2003). Some of the largest obstacles to realising this 

potential are healthcare organisations not being committed enough to their  
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Figure 1.2: Core E-health application domains. 
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implementation and development, healthcare systems not being interoperable, lack of a 

shared vocabulary and ontology (E-health, 2004). In addition to this, E-health systems 

have tended to be more technologically aligned, making them difficult to operate, costly 

and with vulnerabilities to changing environments. Perhaps the greatest reason for their 

failure is a lack of study of the socio-technical side of E-health technology. In order to 

develop E-health technology effectively it is necessary to thoroughly understand the 

healthcare activities where the installation will take place. The development should be 

begin by considering what the staff operating the system will need and in what context 

the system will be used (Ciampi et al., 2016; Berg, 1999; Nykanen and Karimaa, 2004). 

1.3 Electronic Patient Records in Developed Countries 

Electronic Patient Record (EPR) medical applications were first used in the 1950s in the 

United States. They were seen as tools for research that would help improve therapeutic 

and diagnostic processes once applied to the enormous quantity of medical information 

available in patient medical records (Carnicero and Fernandez, 2012). 

 

The developed world has since the 1970s seen a steep increase in health costs due to an 

increase in third party payment schemes and a rise in utilisation. This has led to a 

demand for cost containment as a common policy in a majority of the developed 

countries of the world (Erixon and der Marel, 2011; Ausubel et al., 1995). 

 

In 2003 CISCO IT carried out an operating upgrade study, in 117 countries, on more 

than 34,000 EPR systems. On the basis of their findings they concluded that having a 

planned organisational change management group is essential in order to bring about an 

untroubled implementation of the upgrade process. This would also contribute to the 

payoff from the IT investment, measured by cost containment, client satisfaction and 

time (Nguyen et al., 2016; Zucchella et al., 2016; Timbrell, 2006; Kraabel, 2005). 

 

In October 2004 during the Annual Symposium of the American Medical Informatics 

Association, Dr. Gregory Cooper put forward an important conclusion regarding some 

clinical informatics in the United States. He said that the 35 years of usage of such 

systems thus far shows that the future could be viewed optimistically, though caution 

ought to be used in and around resisting the usage or implementation of systems that 

might change healthcare delivery in a fundamental manner (Cooper, 2004). For 

example, the UK government paid £7,000,000,000 for an NHS-IT database upgrade in 
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2004 (BBC News, 2005). The health needs of the UK have been assessed for many 

years by the NHS-IT, a modern, sophisticated computational system. Health needs can 

be seen as not only primary, secondary, tertiary medical care needs, but can also include 

literacy, language, socioeconomic, and political matters etc. Those needs need to be 

assessed in order to construct further innovations in the NHS-IT in the long term. It has 

been difficult to achieve the coordination of this aspect of the NHS-IT health 

information and communication system. 

 

1.4 EPR in Developing Countries: Barriers to Introducing E-health 

EPR health systems have been discussed extensively by the WHO, Medinfo, and other 

agencies over the past decade. The focus of these discussions has been at an 

international, regional, national and individual level. Even though very little has been 

published on the ñActual Individual Usage of Electronic Patient Recordò (AIU-EPR) in 

developing countries, there are similarities in the problems experienced in the usage of 

comparable ICT in other sectors. 

 

Several problems that inhibit AIU-EPR in developing countries are described below 

(Zhang et al., 2016; Rajapakse and Peter, 2012; Fraser et al., 2005; Dobrev et al., 2008; 

Freudenheim, 2012; Omary et al., 2010; Ncube, 2010): 

Fundamental Problems: 

¶ National standards are lacking; 

¶ With technology transfer, cultural differences are not recognised; 

¶ A shortage of trained staff and a lack of demand and user awareness; 

¶ Maintenance deficiency; 

¶ Required basic facilities are inadequate; 

¶ Problems with healthcare systems; 

¶ Health Information Infrastructure is inadequate for the utilisation of Health 

Information Communication Technology. 

Reliability Problems: 

¶ Limited access to basic services; 

¶ Electrical supply is not reliable and constant enough; 

¶ Insufficient backup programmes; 

¶ Insufficiently reliable and available communication systems. 
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Political Problems: 

This set of issues arises due to a scarcity of resources, and suspicious and questionable 

technology developed in foreign countries, due to the need to import almost all the 

equipment required. This generates a situation where developing countries are 

dependent upon developed countries for their technology, though the alternative does 

exist for them to develop their own EPR industry. 

 

The majority of EPR that occurs in developing countries is confined to major 

metropolitan teaching healthcare organisations, or university departments concerned 

with healthcare and EPR research, and cannot yet be commonly found in government 

healthcare organisations. The following points explain some issues that could affect the 

implementation of EPR in the specific context of developing countries (Blaya et al., 

2010; Tierney et al., 2010; Drury, 2005; Ncube, 2010): 

¶ A lack of foreign capital; 

¶ Worries about employment stability; 

¶ Not enough qualified workers; 

¶ Investments are not going to show short-term returns, but are longer-term 

investments; 

¶ Doctors are overworked; 

¶ To make changes new resources need to be found or reallocated from elsewhere; 

¶ EPR implementation is a narrow margin business and this creates fear of limited 

results; 

¶ Financial incentive to change is not apparent; 

¶ Lack of capital creates financial barriers. 

Chan et al. (2010) write more specifically about problems with AIU-EPR. He describes 

in particular the idiosyncrasies and characteristics of healthcare delivery systems, 

focussing upon deficiencies in several areas, including: human factors, healthcare 

complexities, technology and design. 

 

1.5 Different Sorts of E-health Systems 

Normally, E-health systems are categorised into three types: (1) delivery of healthcare 

services to patients by healthcare staff, (2) educating and disseminating information 

about healthcare practices, and (3) buying and selling healthcare products (Ruotsalainen 

et al., 2003). 
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The first type looks at structures for delivery of healthcare services to patients by 

healthcare staff, and includes functions ranging from the delivery of healthcare services 

to administration.  

¶ Healthcare institution systems: this includes systems for radiology, sending 

messages from one healthcare institution to another and laboratories. 

¶ Primary care systems: E-health systems that provide services for the 

pharmacy, the GPs and prescribing electronically. 

¶ Homecare systems: E-health systems that use telemedicine to deliver care 

services remotely, to patients at home or other healthcare institutions, and 

provide a good treatment so that it is not necessary to visit the healthcare 

institution. 

The second type looks at disseminating information about healthcare practices, and 

includes virtual healthcare institutions, websites about specific healthcare topics and 

online consultation businesses. These systems could be used for: 

¶ Medical consultations, searching for second opinions and healthcare 

treatments. 

¶ Healthcare education and disseminating information for public healthcare, 

healthcare publications and material for preventive medicine. 

Where such systems are used for disseminating information, the population can inform 

and empower themselves by accessing these sites online. It is however necessary to 

question various online sources as the information they provide may not be valid or of 

the highest quality (Wilson, 2002). There are specific sites that are more credible than 

others, so it would be advisable for healthcare institutions to advise patients on which 

ones to use. 

 

The third type looks at buying and selling healthcare products. E-trading or E-

commerce for purchasing healthcare products enables people to buy good quality 

healthcare products easily and cheaply online. 

 

The classification of E-health systems can also be done according to their functionality. 

These groups are (Ruotsalainen et al., 2003): 

¶ Networks for regional healthcare information: these set up leading edge 

healthcare services by networking and implementing them through the use of a 
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variety of technologies. It is common for these systems to integrate legacy 

systems already in use, as well as systems for administration and imaging, into a 

single network, and to develop new applications and fresh interfaces for 

providing broader services in the region.  

¶ Systems for hospitals: including systems for recording/recalling patientsô 

medical records and managing healthcare information. 

¶ Telemedicine: these systems are utilised for accessing expert or second opinions 

while still at home or in another healthcare institution. 

¶ Healthcare insurance validation: these systems utilise cards that show that the 

patient has valid healthcare insurance. 

¶ Healthcare information systems: give information on healthcare issues for 

healthcare staff and patients and allow consultations to take place or the 

purchase of healthcare products. 

¶ Monitoring systems for homecare services: these systems can be utilised with 

patients who are very ill and are living at home and use wireless technology. 

 

It can be seen from these categorisations that the facilitators for a lot of E-health 

technologies use the internet and electronic patient healthcare records which enable the 

sharing of healthcare data between one healthcare provider and another, and allow E-

prescribing to take place (Ruotsalainen et al., 2003). The downside of electronic patient 

healthcare records is that the data recorded is done so differently to other healthcare 

institutions generally, which does not allow information to be shared as freely as it 

might be (Safran and Goldberg, 2000). 

 

1.6 Research Process 

There were two stages to the present research: the first, consisting of five steps, begins 

with the literature study and ends with the collection of data. The second stage consists 

of three steps: (1) data analysis, (2) selection of components of existing frameworks for 

E-health readiness assessment as a basis for a framework tailored for the present study, 

and (3) development of a novel E-health readiness assessment framework on the basis 

of the first stage, and extending significantly the components from the second stage. An 

illustration of this can be seen in the diagram shown in Figure 1.3. 
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Figure 1.3: The research process. 

 

1.7 The Significance of the Present Research  

The World Health Organisation (2010) gives a definition of health information systems 

as systems for integrating the collection of data, making reports, carrying out processes 

and using information that is needed for the improvement of healthcare provision and 

improving healthcare management on every level (Alfred et al. 2010). Health 

information systems by nature comprise an assortment of sub-systems that collect and 

report data. 

Anderson (2007) points out that patients are in effect consumers; the advent of E-health 

presents them with the chance to improve the access they have to insurers and 

healthcare providers. Improved communication could result from provider messaging, 

electronic medical records being accessed, and accessing knowledge about different 

ways of treating patients (Anderson, 2007). Whereas patient treatment times are usually 

limited due to general practitioners not having much time, E-health provides the 

opportunity to go online and become more informed about a vast array health issues 

(Menachemi and Collum,2011). While a doctor may take a long time to return a phone 

call and making an appointment to visit one may take even longer, E-health can make 

things easier (Menachemi and Collum, 2011). The ability of E-health to aid in the 

education of patients and to help them manage themselves more effectively has been 

well documented (Carriazo, 2015 and E-health initiative, 2012). 

Among the biggest challenges to developing countries in developing economically and 

socially are: diversifying economically, lack of employment, high levels of disease, 

using natural resources unsustainably, and poverty (Nugent, 2008). Huang et al. (2009) 

state that by providing improved healthcare services to a population, an important step 

is taken in the movement toward poverty alleviation. 
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The LNHS does not provide adequate access to the basics needed for a healthcare 

service for the majority of the population, and accessing healthcare in rural parts of the 

country can be challenging (WHO, 2011; Giaedi, 2008; Khalil and Al -Bousify, 2008). 

Most Libyan use as their primary healthcare provider the LNHS, which faces many 

challenges in providing a high level of healthcare, especially since the civil unrest there 

and the lack of funding provided by the previous dictatorship. The problems with the 

LNHS include clinical treatments that are outdated, a lack of healthcare workers, 

specialised skills, education about health and health information that is accurate, thus 

resulting in an increase in the loss of patient records, errors being made medically, 

delaying patients in being referred, and long waiting times for those attending clinics or 

hospitals (Giaedi, 2008; Khalil and Al -Bousify, 2008). 

The research in this study concerns itself with the issues that are related to the 

development of an E-health framework, issues that are made evident through assessing 

the readiness of healthcare institutions in Libya for E-health implementation. For the 

purpose of achieving this, several different models for assessing E-health readiness were 

taken into consideration and the Chan framework was chosen specifically for measuring 

the E-health readiness in Libya, the reasons for choosing Chan framework is discussed 

in more details in Chapter Three. The questionnaire that was formulated for this 

research used the Chan framework for its formulation. 

The focus of this study is the investigation of the readiness of the LNHS for the 

implementation of E-health systems. Libya has undergone rapid economic development 

in the last decade. The population has grown extremely fast due to a rising birth rate, 

declining mortality, naturalisation and large numbers of migrant professionals. This has 

necessitated a need for services to be upgraded and increased due to increasing demands 

(The Libya Report, 2006). However, since February of 2011 funds that could be used 

for this expansion have been diverted into emergency services for war, and this study 

takes the changes resulting from the post-2011 period into account. 

E-health can potentially be helpful in overcoming a great deal of the challenging issues 

facing hospitals and clinics in rural locations (Ouma and Herselman, 2008; Yellowlees 

et al., 2008). However, when introducing E-health solutions, each case needs to be 

properly assessed using existing literature, along with what is currently going on in the 

hospitals and clinics in the rural areas. 
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The use of electronic patient records has been considered an essential requirement for 

the LNHS to manage its healthcare delivery system (Khalil and Al -Bousify, 2008). 

Because HICT is going to be so pivotal to managing healthcare services, a better 

understanding of the issue that could affect electronic patient records is required, as it 

has important pragmatic implications. This research study focused on providing a 

deeper understanding of EPRs in healthcare systems in countries with a similar level of 

development to Libya. It has investigated the potential of the LNHS to integrate EPR 

technology that has been developed over a much longer period in more developed 

nations. The result of this study should provide developing countries with information 

that could aid them in implementing EPR more efficiently and effectively. Additionally, 

this study will lay the groundwork for future investigations of the implementation of 

EPR in other less developed countries. 

Though empirical research already exists about adopting E-health systems in the Libyan 

National Health Service, it remains limited. 

The data that has been collected in this research study can be utilised in order to better 

understand the issue involved in the implementation of E-health technology and 

improving their usage in the future. 

The outcome of this study can hopefully be utilised by healthcare professionals, 

information system operators and hospital managers as a starting point when adopting 

E-health systems in hospitals, whether in Libya or other developing countries. For those 

wishing to study or research health informatics, this study can provide assistance in 

future research on E-health systems. 

1.8 Research Questions 

The primary research question which this study addresses is: 

How could an E-health framework that has been designed to enhance the 

 delivery of healthcare services in Libya be composed? 

 

The primary research question was divided into two subsidiary research questions as 

illustrated in Figure 1.4, and various measuring instruments were utilised for collecting 

the data more effectively. There were several different instruments utilised for 

measuring in this research in order that a deeper understanding of the analysis of the 
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investigation might be achieved. Moline and Cameron (2010) state that the use of 

several different methods for making measurements allows more detail to be obtained 

about the subject being investigated. 

 

 

Figure 1.4: Subsidiary research questions. 

 

1.9 Aims of the Research 

This studyôs aim is to examine the factors entailed in developing healthcare Information 

Systems in developing nations and propose frameworks for facilitating design and 

development of healthcare IS in developing nations in the future. 

This research has used the LNHS as a test case for investigating what technical, 

political, healthcare and social factors need to be examined when healthcare information 

systems are planned in developing countries. The grounding for this will be in the 

following: 

¶ What has previously been developed in the West and the Middle East, in 

developing and developed nations. 

¶ A course of questionnaires, observations and group interviews with healthcare 

staff in Libya. 

 

1.10 Problem Statement  

Khalil and Al-Bousify (2008) state that the implementation of E-health technology in 

Libyan healthcare institutions would naturally occur in a health service providing 

improving services for its patients. They also add though that before the healthcare 

service reaches this point of progression it needs to implement a whole plethora of 

essential services more proficiently such as: early interventions, easy accessibility, 

efficiency, effectiveness, educational competency, ethical practice, and dealing with 

emergencies. When this paper was published in 2008, when A El Taguri et al. (2008) 

also criticised the LNHS as performing below the levels that might be expected. Since 
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that time the relative balance that existed under the Gaddafi regime has long since 

dissipated into a drawn-out battle for control among tribes in which no single faction is 

strong enough to exert total control and bring about political and economic balance once 

more. There were high hopes among the Libyan population with the deposal of Gaddafi 

and it is this researcherôs deepest wish that the country will unite and rebuild the 

economy with the large amount of oil revenue that flows into Libya; then the needs 

stated by Khalil and Al-Bousify (2008) could be fulfilled and a natural progression to 

the implementation of E-health systems could take place. 

This researcherôs intention for this research study is to illustrate the ways in which the 

implementation of E-health systems in a healthcare system such as the LNHS could lead 

to the provision of better healthcare services and save money. The LNHS needs a lot 

more staff to run effectively and efficiently (A El Taguri et al., 2008). This is due in part 

to the underpayment of healthcare staff, which has led to many seeking employment in 

other countries, meaning healthcare institutions have had to resort to employing staff 

from other countries where the training may not be as thorough and has led Libyans to 

seek medical treatment abroad (A El Taguri et al., 2008). There is a strong need in 

Libya to train more staff and the use of E-learning technology could provide this more 

cost-effectively than paying teachers and building schools (A El Taguri et al., 2008). 

1.11 Structure of the Thesis 

Chapter One: Background to the Study 

This chapter provides an introduction to the research study and highlights the benefits of 

employing E-health technologies and the issues that might affect its implementation. It 

also outlines some of the challenges of implementing different types of E-health 

systems in developing nations and in rural communities. It also gives a description of 

the studyôs research questions and aims. It gives a description of the approaches and 

methods used for completing the research, and of the ways in which this study will 

contribute to this field of research. Lastly, research questions and problem statement. 

Chapters Two and Three: Literature Review 

The literature review is divided into two chapters: Chapter Two deals with literature on 

E-health and Chapter Three looks at frameworks for assessing the readiness for E-health 

implementation. The first chapter focuses on definitions of E-health and its advantages, 

how health information systems evolve, conditions required for E-health initiatives, 
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keeping sensitive healthcare data private and secure, how E-health might benefit users 

and likewise obstacles to its effective usage, electronic patient records, the benefits of 

electronic prescription systems, care services using tele-health and tele-medicine 

systems, a brief description of some characteristic traits of urban and rural areas of 

Libya, and E-health architectures that could be implemented. Chapter Three looks at the 

assessment for readiness for E-health implementation in Libya, how healthcare 

technology assessments and their definitions have evolved, the quality and productivity 

of healthcare systems, conceptual frameworks for models used in assessments, defining 

the assessment of E-health readiness, different sorts of models used for assessing E-

health readiness in healthcare systems, identifying the elements required for assessing 

E-health readiness, existing E-health readiness assessment frameworks currently used in 

developing nations, getting communities involved in assessments for E-health 

implementation readiness assessments, and applying overall E-health readiness 

assessments constructs. 

Chapter Four: Research Methodology  

This chapter gives a description of the theoretical approach, and explains what methods 

were employed in the study. It examines some of the philosophical assumptions that 

have been made about the validity of research. 

It also presents the research objectives and questions, and discuses the methods and 

methodology followed in this study. Furthermore, it describes the way in which the data 

for this research was collected, and also presents the pilot study, ethical considerations, 

questionnaire survey, participants, response rate, sample size and how the data was 

collected. This chapter also describes the process of analysing the data collected, and 

summarises the content of all the previous chapters and evaluates the research 

methodology as a whole. 

This study was carried out employing both quantitative and qualitative research designs, 

using multiple case studies. The methods for collecting data included interviews, 

questionnaires, observation and existing reports. 

Chapter Five: Results and Analysis 

This chapter analysis and interpret the data which was collected using quantitative and 

qualitative research approach used for this study. It includes a presentation of the 
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surveyôs results and a descriptive analysis of the results about healthcare professionals 

in Libya. 

This chapter analyses the results of the study using the template from Creswell (2009) 

which is utilised for a collective or multiple case study. Techniques for analysing semi-

structured interviews qualitatively were investigated, and came to the conclusion to 

employ an optimum system, a combination of deductive/inductive approach. This 

chapter presents a description of what this approach entails. 

It includes a full description of how available and accessible ICT technology and E-

health systems are in the healthcare institutions in urban and rural areas in Libya, and 

their infrastructure is described. Lastly, it includes a summary and conclusion of the 

study findings. 

Chapter Six: Design and Development of an E-health Framework for the Libyan 

National Health Service 

This chapter includes a discussion on the studyôs findings. It focuses on the ways in 

which the outcomes that have been identified and the recommendations can be utilised 

for compilation of an E-health framework that can be utilised in the Libyan National 

Health System. 

Chapter Seven: Reflection, Evaluation and Further Work  

This chapter summarises and discusses the whole study and points out the most 

pertinent findings. It also provides an outline of some suggested topics for researching 

in the future and acknowledges the ways in which the study is limited. The end of this 

chapter includes some recommendations and contributes some important pieces of 

knowledge. 

1.12 Chapter Summary 

This chapter summarised what areas have been studied for this study, by giving an 

overview of the background, the issues, the goals and aims, the design of the research, 

and the limitations, pertinence and processes of the research. Lastly, this chapter has 

shown how the research will provide valuable contributions in the fields of E-health and 

healthcare delivery within the Libyan National Health Service, in particular providing a 

solution for balancing the inequalities in the service provided to rural and urban 

populations in healthcare delivery. Chapters Two and Three will provide the literature 
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review for this thesis and focus on literature about E-health and frameworks and models 

for assessing E-health readiness and how they can be used for measuring readiness to 

embrace new healthcare technologies. 
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2.1 Introduction  

Chapter 1 introduced this research study by detailing the question around which the 

research will be based, as well as stating why the study is important and what its 

objectives are. This and the next chapter shall be focussing upon reviewing the 

literature. The literature review within a research project is defined by Nordquist (2009) 

as assessing bodies of research that address research questions. This implies taking each 

research question and telling us what areas of research are needed as background for it. 

 

Therefore, both Chapters Two and Three are a literature review, where Chapter Two 

will focus on the definitions of E-health and its advantages and drawbacks, how E-

health systems evolve, conditions required for E-health initiatives, and how to keep 

sensitive healthcare data private and secure. Whereas Chapter 3 will focus on the 

theories that have been used for applying E-health readiness assessment models which 

being used currently in developing countries. Furthermore, this chapter will focus on 

how Health Technology Assessment (HTA) has evolved and how it is defined and it 

will examine conceptual frameworks of assessment models. 

 

2.2 Definitions of E-health 

A more thorough way of defining E-health needs to include points of view from 

business, technological and healthcare perspectives. E-health encompasses more than 

just business or technological breakthroughs, it is a paradigm shift and is committed to 

creating a network globally of minds working to bring about better healthcare across the 

planet by using ICT (Carter-Templeton, 2016; Turner et al., 2004). The most important 

sectors for applying E-health (Kwankam, 2009) include: 

¶ Electronic medical records; this includes clinical administration systems, 

electronic X-ray images, patient records, electronic booking systems and 

electronic prescribing systems. 

¶ Healthcare information networks and E-health services. 

¶ Tools for supporting decisions. 

¶ Services and technologies that are accessible via the internet. 

From business perspective a contrasting way of defining E-health was that given by 

Sharma and Wickramasinghe (2005) who stated that it was efforts channelled by 
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healthcare chiefs and hi-tech firms so that they could fully enjoy benefits that can be 

had from combing the internet and with healthcare provision. 

In the technological perspective, Sharma and Wickramasinghe (2005) assert that E-

health ought to include the delivery of healthcare services and data via the internet and 

other similar E-commerce technology. Rodrigues (2008) makes the point that although 

E-health is often associated with using the internet, it does actually mean the use of any 

electronic exchange to share information that is connected to a health issue or the use of 

electronic means to analyse health-related data in order to deliver healthcare more 

efficiently and effectively. Because of this, the term E-health is applied to almost every 

situation where medicine and computers are found together (Klasnja and Pratt, 2012; 

Quinn et al., 2009; Franc et al., 2011). 

Oh, Rizo, Enkin, and Jadad in 2005 defined E-health by stating that it acted as leverage 

for ICT for connecting government, healthcare providers and the patients, and for 

educating and informing healthcare workers, patients and healthcare managers and 

stimulating innovations in the delivery of healthcare services, managing healthcare 

systems and improving healthcare systems. 

E-health can be used to describe a vast array of electronic ICT that is used in the 

healthcare industry (Robison, 2015; Kreps and Neuhauser, 2010). The term E-health 

also encompasses multimedia, health portals, robotics, electronic images, surgery 

carried out with the assistance of computers and monitoring systems that are portable or 

wearable (Quesada-Arencibia et al., 2016; Gray et al., 2016; Vavoulas et al., 2016). 

The term E-health is used when describing ICT, when applied to a vast array of 

functions which have an effect upon the way healthcare is administered to a general 

population (Swedish Society of Nursing, 2013). Another definition of E-health 

(Reinhold, 2006) is that it refers to many activities which involve the use of internet 

technology for enabling the practice of healthcare. 

Another definition of E-health is using the latest ICT in order to fulfil the requirements 

of patients, healthcare workers, healthcare providers and those making policy decisions 

(Bellika and Johansen, 2008). An alternative definition is that E-health is an area of 

medical informatics that is emerging and delivers information and health services 

through use of the internet and technology related to the internet (Evers, 2006).  
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Almunawar and Anshari, (2012) give a description of E-health as being when the 

internet and ICT is used for informing, educating and empowering patients, managers, 

healthcare workers, policy makers and the general population; and for creating 

improvements in how the delivery of data and healthcare is managed and healthcare 

systems are managed. 

E-health has addressed the challenges it has faced within the healthcare sector; where 

Sharma and Wickramasinghe (2005) say that for the facilitation of providing healthcare 

delivery more effectively, the many fresh possibilities fall mostly into these categories: 

¶ The rise in patients demand for the ability to request specific services online 

from healthcare institutions. 

¶ The ability to enhance the possibilities of institutions to transmit to one 

another. 

¶ The ability of healthcare providers to connect with patients online.  

¶ The evolving technologies that allow healthcare users to communicate with 

one another directly. 

In this thesis the definition of E-health that shall be used is the following:  

E-health is ICT that is used for delivering healthcare services efficiently and 

effectively. 

As well as defining E-health, it is also very important to look at the goals that E-health 

needs to fulfil which is the aim of the following section. 

2.3 General Potential Benefits and Drawbacks of E-health Systems 

2.3.1 Benefits 

Anderson (2007) pointed out that the advent of E-health presents patients with the 

chance to modify the connection they have with healthcare providers. The improvement 

in communication could entail provider messaging, electronic medical records being 

accessed and accessing knowledge about different ways of treating patients (Goeuriot et 

al., 2015; Anderson, 2007; Kallio, 2015; Aiken et al., 2016; Beogo et al., 2016). Though 

patient treatment times are usually limited due to general practitioners not having much 

time, E-health provides the opportunity to go online and become more informed about a 

vast array of health issues (Caffery et al., 2016; Menachemi and Collum, 2011). Though 
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a doctor may take a long time to return a phone call and making an appointment to visit 

one may take even longer, E-health can make things easier (Menachemi and Collum, 

2011). The ability of E-health to aid in the education of patients and to help them 

manage themselves more effectively has been well documented (Carriazo, 2015; 

Robison, 2015 and E-health initiative, 2012).  

According to Fitzgerald et al. (2008) there is an expectation that E-health will enhance 

how accessible healthcare is, as well as making it more efficient and raising the 

standards of quality by:  

¶ Allowing healthcare to be practiced more effectively by making treatment 

factors such as location or disability less of a barrier; 

¶ Making healthcare procedures more transparent and accountable and 

allowing healthcare to be carried out between healthcare providers;  

¶ Making systems more cost-effective by making processes more streamlined 

and lowering waste levels and the time patients must wait; 

¶ Encouraging practice based on evidence and reducing errors; 

¶ Providing more accurate diagnoses and more appropriate treatments; 

¶ Enhancing the treatment of patients by tailoring their healthcare to them 

specifically; this is where ICT allows better decisions to be taken by using 

personal information about specific patients; 

¶ Making patients more empowered to decide what courses of action are best 

for their own healthcare provision. 

Siadat et al. (2012) look specifically at the economic advantages of E-health. He cites 

Bloom and Cannings (2005) as stating that a population that enjoys a well developed E-

health system is more likely to have higher levels of productivity because of increased 

physical energy and mental clarity. 

The main goals of E-health are: increasing the efficiency and quality of healthcare; 

providing more accurate diagnoses and more appropriate treatments; providing more 

healthcare that uses medicine based on evidence; empowering patients and users; 

developing improved relations between healthcare workers and their patients; making 

systems more cost-effective by making processes more streamlined; lowering waste 

levels; and reducing the time patients must wait (Robison, 2015; Sharma and 
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Wickramasinghe, 2005; Kallio, 2015). An explanation of these goals can be found 

below: 

 Increasing Patient Empowerment  

Noordegraaf, et al. (2012) point out that if personal medical data is made available to 

those to whom it may concern online, then E-health could allow the population to have 

more awareness concerning how they care for their own health; this would make 

patients more empowered to decide what courses of action are best for their own 

healthcare provision. 

 

Implementing Evidence-based Healthcare  

An intervention using an E-health system should be evidence-based. This is because the 

system needs to have been proven through being scientifically evaluated and supported 

with case histories, rather than simply assuming the system to be effective and efficient 

(Pearson, Wiechula, Court and Lockwood, 2005). Case repositories that are available 

online allow easy access to such proof, therefore allowing decisions about a case to be 

diagnosed or treated to be made in an óevidence-basedô manner (Brendryen, 2013). Of 

all the sectors in which E-health is being researched, the evidence-based domain 

remains one of the busiest, though there remains much more research to carry out. 

Chaudrey et al. 2006 carried out extensive studies on E-health systems that had been 

implemented and concluded that multifunctional systems yielded real benefits by 

increasing the delivery of care (in particular in the area of preventative medicine), 

enhancing the surveillance and monitoring of activities, reducing errors in the 

prescription of medication and decreasing the rate of utilisation for care that might 

potentially be inappropriate or redundant. 

 

Increasing Efficiency  

One of the primary objectives of E-health is increasing healthcare efficiency, thus 

cutting expenditure. One effective way of cutting expenditure is in avoiding duplicating 

or intervening therapeutically or diagnostically when it is not necessary. This could be 

done by using the internet to connect different healthcare providers, and through 

enhanced patient participation (Naseem et al., 2014; Carroll, Edwards and Rodin, 2012).  

 

Providing Doctors and Patients Education  

It is possible through the use of E-health systems for medical professionals to be 

educated in the latest medical knowledge and for the healthcare user to be educated in 
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their own healthcare (in particular in areas such as preventative measures). This allows 

doctors and patients to keep up to date with any developments that might be made in 

healthcare (Carriazo, 2015; Wickramasinghe and Fadlalla, 2005; Aiken et al., 2016). 

This will then most likely improve the level of healthcare provided, as regards using up-

to-date methods of treating and preventing illness. 

 

Improving Relationships between Patients and Healthcare Professionals  

E-health creates different types of interactions between healthcare professionals and 

patients and poses new problems regarding ethics on subjects such as: issues of security, 

privacy and informed consent (Difelice, 2015; Hesse and Shneiderman, 2007). It is 

pointed out though, by Wickramasinghe and Fadlalla (2005) that this is not an E-health 

issue, but that all online business contains this as an intrinsic feature. Thus E-health, as 

well as online services in government, insurance, banking finance and retailing, must all 

live with the ethical challenges of online businesses. Because of the extremely personal 

nature of the healthcare industry, the issues faced by other services could be amplified 

in this sector. 

 

Trondsen (2014) stated that ñE-health services can be or come to be a replacement for 

face-to-face consultations; supplement existing forms of care; create favourable 

circumstances for strengthening patients participation; disturb relations; and/or force or 

demand more intense patient participationò.  

 

Raising Healthcare Quality 

Policy makers in many healthcare systems equate a rise in efficiency with a reduction in 

costs; it should not however be forgotten that a rise in efficiency of healthcare is also 

synonymous with a rise in quality; this being what the goal of E-health ought to be 

ultimately (Nguyen et al., 2016; Wright et al., 2006). The National E-health Transition 

Authority (NEHTA) (2012) states that a better informed patient, because of the way E-

health informs, finds it easier when communicating with healthcare professionals; this 

would mean that they should both understand one another better, thus leading to an 

improved standard of healthcare. 

 

2.3.2 Drawbacks and Problems  

While there are many ways in which E-health may be beneficial, there are, however, 

according to Coughlan and Davison (2008) several drawbacks associated with E-health: 
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¶ It is not clear how patient behaviour and the relations between patient and 

doctor, will be affected by E-health tools; 

¶ There is little hard proof of how effective and cost-effective E-health systems 

really are;  

¶ It could potentially create a ódigital divideô between those receiving advanced 

patient care using E-health and those that cannot afford such practices, 

especially those with disabilities and the elderly; such differences need to be 

kept to a minimum; 

¶ Studies carried out to evaluate systems need to be multidisciplinary; 

¶ How the use of systems, for making clinical decisions and health information 

technologies (HIT), may be legally and ethically detrimental to specific cases, is 

as yet not completely clear; 

¶ Researching and developing E-health systems should address both human and 

organisational issues that are affected, from the perspective of healthcare 

workers and patients; 

¶ There needs to be an exploration of the role and influence of E-health media and 

settings in the workplace. 

From the viewpoint of society, the spread of E-health has implications that may affect 

populations technologically, managerially, ethically and organisationally (Feufel et al., 

2011). Olla and Tan (2009) pointed out that it may be those that are the most vulnerable 

in society that might gain the least amount from E-health, as they might suffer 

cognitively, socially and culturally compared to those that are better off. Barriers could 

include issues around literacy, being unable to access technology, being less educated 

and disadvantages due to language and culture (Olla and Tan, 2009). It is only when 

these imbalances are properly met, that E-health initiatives can be expected to address 

the needs of a wider spectrum of society. 

According to Australian Health Ministerôs Conference (2008) the biggest problem with 

providing E-health services is that many users have difficulty in finding information 

that is really reliable and accurate. Bates and Wright (2009) state that the quality of E-

health information is indicated primarily by how complete the information is and how 

credible the source is. Medical specialists have suggested that information regarding 

healthcare that comes from sources that lack credibility are potentially harmful to 
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patients (El-shheibia and Talal, 2012). Another point is that if the patient is given 

incomplete information regarding healthcare, then it is possible that it will lead them 

into making choices concerning their healthcare that are not right. Completeness of 

healthcare information can be said to be the most important factor for making the right 

healthcare decisions. As there are very few ways in which information available on the 

internet is controlled, steps have been taken to raise the quality of healthcare 

information available online. Therefore, an initiative has been introduced to impose 

such controls on healthcare information available online, is the Health on the Net 

(HON) code (El-shheibia and Talal, 2012). This provides patients with a significant 

system that shows patients which websites meet the standards and provide quality 

information. A similar development is the Health Internet Ethics (Hi-Ethics), which 

created an ethical framework as some people were concerned about how reliable, 

private and confidential information provided online can be (Amataya, 2004; Hillestad 

et al., 2005). 

2.4 E-health Systems and Telemedicine  

A massive wave of change has occurred within the field of IT, bringing about new 

methods and technologies for treating the healthcare challenges of populations around 

the world (Jabri, 2000; Strickland et al. 2009). A massive breakthrough in IT occurred 

when the converting of an analogue signal into a digital signal was mastered 

(digitalisation) (Strickland et al. 2009). This means that it is now possible to transmit 

sounds and images at high speed with high standards of quality in standardised formats 

(Gupta et al., 2016). 

At the same time another revolution has occurred where data can be sent using optical 

fibres instead of traditional copper wire, thus allowing bandwidths to be achieved that 

could previously only be dreamed of (Strickland et al. 2009; Dwivedi, 2009).   

Telemedicine involves IT and communicating electronically assists in providing and 

supporting clinical healthcare at distances (Aiken et al., 2016; WHO, 2010). Bashshur 

and Shannon (2009) state that E-health involves using ICT for supporting and 

promoting the administration of healthcare, clinical healthcare over long distances, 

public health and educating professionals and patients about issues related to healthcare. 

Telemedicine is defined by Cartwright et al. (2013) as using IT and electronic 

communications for providing healthcare services when those participating are located 
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in different places. Telemedicine is also heavily connected with the term óE-healthô. The 

term E-health is normally used to describe a broad spectrum of technologies used for 

educating from distances, patients outreach, and other cases where IT and electronic 

communications are applied to supporting healthcare services. Transmitting still images, 

conferencing using video, monitoring vital signs remotely, educating on medical issues, 

call centres for nursing, and patient portals that include E-health, are all acknowledged 

to be part of E-health and telemedicine (Li et al., 2016; Imai, 2016; Wyatt and Sullivan, 

2005; ITU, 2008). 

Providing healthcare remotely can be carried out by delivering the data in a variety of 

methods. These might include (Gray, 2009; ITU, 2008): 

¶ Direct connections from healthcare provider to home: this involves providing 

patients with consultations with specialist healthcare professionals, homecare 

nurses and healthcare institutions via video systems operated over a phone line;  

¶ Networked systems: these create links between centralised healthcare clinics and 

hospitals and those that are more in suburban or rural areas, via systems, a 

central hub or a system that integrates the networks. The sites may be linked for 

telecommunication purposes by internet or specialised high speed lines; 

¶ Private networks connecting point to point: these systems are utilised by 

healthcare clinics and hospitals that deliver a direct service or contract out 

specialised services to healthcare providers at ambulatory healthcare locations;  

¶ Internet sites for providing patients with E-health services: these sites are very 

good at providing a patients outreach service directly; 

¶ Links from patients directly to monitoring centres: these can be used for 

monitoring foetuses, pacemakers, hearts, lungs and many other services that are 

related. These can be very effective in providing patients with the possibility for 

maintaining their lifestyles more independently;  

It is often the case within healthcare institutions that telemedicine systems are used 

initially by a handful of key healthcare professionals. Therefore, the telemedicine 

services that are available initially will be a reflection of the fields in which these 

pioneers specialise. Some fields in which this has often occurred might include 

departments dealing with heart and skin problems, the X-ray department and the 

pathology department. Telemedicine is not however a medical speciality that is offered 
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separately, but something that might enhance the medical services already provided. 

Additionally, the service that telemedicine can offer, is in transforming healthcare by 

being able to encourage patients to become more involved in making decisions and to 

provide fresh ways of living healthier lifestyles (Foguem and Kamsu-Foguem, 2014). 

Telemedicine and E-health are used to deliver healthcare services remotely for an array 

of different purposes (Vavoulas et al., 2016; Raaber et al., 2016; Gray, 2009; Blaya et 

al., 2010; Zhang et al., 2016), such as: 

¶ Monitoring patients remotely: this makes use of equipment for remotely 

collecting and sending data to be interpreted at a monitoring station. Telehealth 

equipment that is for use at home could be telemetry systems used for capturing 

specific vital signs, such as a patientôs weight, blood pressure, glucose count, or 

ECG. These services might be used for supplementing nurse visits; 

¶ Services for being referred to a specialist: These are normally where a specialist 

will assist a GP in diagnosing an illness. This often involves images of the 

patient being seen via a live video connection, consulting remotely or 

transmitting images or video plus patient data for diagnosis to a specialist so that 

they might view them later; 

¶ Caring for patients directly: for instance being able to share medical, audio and 

video information between patients and healthcare professionals for diagnosing 

illnesses, prescribing, advising or making a treatment plan. This might be a 

patient who is at a clinic located in a remote area, at their home or at a doctorôs 

office. 

¶ Patientôs healthcare and medical information: Included in this category would be 

patients going online in order to obtain specific healthcare knowledge, plus 

visiting online chat rooms to gain support from peers. 

¶ Educating in medical issues and mentoring: this might include various activities, 

ranging from providing healthcare professionals with further medical education, 

to seminars that specialise in medical education for specific groups, to 

interactively advising another healthcare professional carrying out an operation;   

Some of the fields of E-health systems and telemedicine will be covered in more detail 

over the following sub sections. 
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2.4.1 Electronic Health Records (EHRs)  

Using IT effectively is a very important factor in trying to improve levels of healthcare 

as far as the safety of patients, economic efficiencies, and the quality of the outcomes is 

concerned (Carter-Templeton, 2016; Hillestad et al., 2005). There are increasing 

numbers of developed countries, and a few developing countries, that, have installed 

EHRs (Hodge, 2011; ECFHCR, 2010), though each began from a different place, each 

uses different approaches, moves at its own speed, and follows its individual path in the 

deployment of EHRs. EHRs are essentially a way of storing data about the health of 

patients in a form that a computer can process (Bennett and Doub, 2010). EHRs are an 

E-health service that captures and provides access to healthcare data about patients in 

detailed and summarised formats. EHRs constitute the centre point for many E-health 

services such as E-prescriptions, E-consultations and E-referrals. Although E-

consultation in the present study are taken to mean consultations between healthcare 

workers, the patient is still the subject of the consultation. Thus, EHRs (of patients) 

constitute the centre of the E-health framework. Another definition, given by Board 

(2011) is that it is a set of elements that together to form the process in which the 

records of patients are made, utilised, saved and brought up when needed. They are 

normally stored in healthcare facilities and include persons, information, regulations, 

processes, devices for storage and facilities for communicating and supporting. 

Electronic health systems are defined more comprehensively by Sloane (2008), as 

follows: 

¶ EHRs provide knowledge and supporting decisions that improve the levels of 

healthcare received by patients; 

¶ Support healthcare being delivered more efficiently through the usage of better 

processes; 

¶ Save a lot of time currently spent looking for patient records and paperwork; 

¶  Store data that has been longitudinally collected for and about people; 

¶ Improve filing systems and prevent files getting lost; 

¶ Create time savings in the recording of patient data and the treatment and 

diagnosis of patients; 

¶ Help with communicating and protecting confidentiality of patientôs data; 

¶ Provide information about people that can be accessed immediately, but only by 

those authorised to do so. 
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Whenever a patient receives a service from a department, such as radiology or the 

pharmacy, then a record of this can be made electronically. It is also possible that some 

departments record other information electronically, such as notes made by healthcare 

professionals, physiological signals etc. The integration of this data is often not carried 

out though, as they can become caught in silo systems; guarded from unauthorised users 

by the need for security clearance. Nonetheless, if a system is planned well then there 

can be good interconnectedness between stakeholders. A representation of 

interconnectedness between stakeholders, shown by an HER concept overview, is 

shown in Figure 2.1.  

 

Figure 2.1: Elements of a Typical EHR System (Jean et al., 2013). 

Figure 2.2 depicts a basic concept EHR model with a representation of a process of 

general clinical decision-making, containing four functions that are recorded in four 

categories: results, goals, interventions and diagnoses (US DoH&HS, 2011). To allow 

information to flow in an effective manner, EHR systems have the ability to save 

longitudinal healthcare data and information, help in the management of results, can 

present results in chronological or other order, support decision making, communicate 

and connect electronically, give patients support, and aid processes of administration 

and reporting (Chen, 2011). Consequently, EHRs should cover the essential activities 

and functions that support the flow of information, other than the data relevant to the 

patient, to help in the facilitation of an improved healthcare programme. 
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Figure 2.2: A process of general clinical decision (EHR) (Kohane, 2011). 

The most important components that have been pointed out above are: functions of 

EHRs that are direct and supportive and the HER data infrastructure. Below some of 

their aspects are explained in more detail. 

EHR functions aid in the provision of healthcare and allow clinical decisions to be made 

more easily (Linder et al., 2006; Kawamoto et al., 2005). For instance, if a patient 

should be diagnosed with influenza, then the healthcare worker can record that 

information on the computer system. Therefore, that patientôs records on the computer 

system might then show any contraindications and illegal prescription alerts regarding 

the medication prescribed for the patient (Pizziferri et al., 2005; Tierney, 2005; Linder 

et al., 2004). 

Requirements of EHRs that are supportive offer assistance with the aspects of 

healthcare delivery that are linked with administration and finance (HL7, 2004). This is 

also true when promoting public health, researching medical issues and seeking 

improvements in the delivery of healthcare (HL7, 2004). For example, registries can be 
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kept regarding immunisation, so that a child can be checked for registration and hence it 

can be ascertained whether or not they have already been immunised. Once the child is 

registered, the EHRs will store the relevant data, which can be provided when needed 

for reasons of administration or finance (HL7, 2004). 

The infrastructure of the EHR system gives a structure for operating healthcare 

functions and supportive EHR requirements, and provides EHR technical abilities that 

are vital to the stakeholder, while remaining transparent (HL7, 2004). This component 

of the EHR structure addresses a range of aspects: EHR security (controlling access and 

protecting privacy); managing records and EHR information; providing access 

capabilities, managing and verifying accuracy and completeness of EHR information 

with patients participating and auditing the accessing and usage of EHR information; 

interoperability in providing processes for automated healthcare delivery; and 

exchanging vital administrative and clinical data seamlessly with solutions that are 

standards-based etc. (HL7, 2004; Johnson, 2012; EMC, 2010; Sinha et al., 2012). Even 

though the overall structure of EHRs that is based on the assumption that there is a 

fundamental technical environment existing has been delineated (HL7, 2004), how 

much it has been implemented remains an issue. Laeum, Karlsen and Faxvaagô research 

(2004) showed that relatively few functions that EHR systems are capable of are 

actually used in reality, and doctors used relatively few of the functions that systems 

were capable of carrying out. Of the seven tasks the system they investigated was 

capable of, only two were utilised, mostly to do with reading information about patients 

(Laeum, Karlsen and Faxvaag, 2004). By identifying needs that are not met adequately 

by recording health records on paper, the real needs of patients and healthcare 

professionals that must be fulfilled by using EHRs can more easily be identified.  

It is easy to recognise the advantages offered by EHRs compared to recording health 

data on paper, by observing the differences between the two. First of all, EHRs are not 

prone to the restrictions placed upon them by the data being generated in specific 

healthcare institutions; the information recorded about the medical history of a patient 

(which might come from multiple locations) can be carried out more coherently and 

legibly (no illegible doctorôs handwriting) (Garets and Davis, 2006; kcatoto, 2012). 

Secondly, guidelines around accessibility of data need to be laid out explicitly and 

should be adhered to rigidly (Zandieh et al., 2008; Elnahal et al., 2011; Poon et al., 

2004). The third point is that the processes required for healthcare can receive logistical 
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support (Gans et al., 2005; Sidorov et al., 2006; Ash et al., 2005). On top of this, EHRs 

can be accessed around the clock day and night, the data can be sorted according to 

various criteria, there is little danger of records being lost, and an audit trail of 

documents used can be kept (Williams and Samarth, 2010). These advantages of EHRs 

improve the functioning of healthcare practices through the provision of multiple 

processes, for instance healthcare that is evidence-based (Bates et al., 1997; Gans et al., 

2005), and medical practices that are becoming more and more efficient (Bates et al., 

1997; Williams and Samarth, 2010). E-referrals will be discussed in the following 

section. 

2.4.2 The Use of E-referrals  

The definition of a referral given by Kim et al. (2009) is that it is a communication sent 

with the intention of initiating the transfer of care from those already providing care to 

those that shall receive the patient. Referral is also defined as directing people to other 

persons in order to be helped, treated or informed (Reponen et al., 2004; Yih, 2011). 

Another definition of a referral is given by Shaw (2007) as: communicating in order to 

initiate a healthcare transfer from those that make the referral to those that receive it. 

Referring it can be seen then, is essentially intending to and facilitating the transferral of 

a patientôs healthcare, wholly or partly, from one provider of healthcare to another. 

Wright et al. (2006) define E-referrals as transmitting electronic documents, which can 

then be seen by those that need to, on their computer. The referrer generates the E-

referral on their computer, which is best done by auto-populating it with data straight 

from the patientsô records. The recipient then receives the referral through a direct 

secured transmission (Shaw et al., 2007). For the sake of this study,  

 

E-referrals: will mean to transmit electronic documentation from a doctor to

  another doctor, from a doctor to a practitioner, or from a doctor to a

 different department either outside or inside of the same healthcare institution,

 by use of E-referral management systems.  

 

The processes involved in E-referrals are shown in Figure 2.3 below. 
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Figure 2.3: E-referral workflow (Jones and Calder, 2012). 

In Shaw et al.ôs (2007) work, when the term E-referral is used, it refers to the 

transmission of electronic documents from one doctor to another, a doctor to another 

healthcare professional or from a doctor to another department inside that healthcare 

institution or at another, while intending to transfer healthcare to those in need of it.  

Compared to other forms of referral, E-referrals can: 

¶ Help a patientôs progress to be tracked by staff in the healthcare institution they 

have been referred from. 

¶ Mean that doctors at the healthcare institution which a patient has been referred 

to does not need to write out a patient's medical history again as it can be 

accessed on the system. 

The following section looks at prescribing electronically. 

2.4.3 The Use of E-prescribing  

E-prescribing, is where a prescription is processed electronically. It means electronically 

filling out, and transmitting a prescription; this is a computer-based process, and 
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replaces prescriptions that are faxed and filled out on paper (Johnson and Lehmann, 

2013). E-prescribing allows the relevant healthcare worker to save a lot of time by 

transmitting a prescription or renewal electronically to the dispensing pharmacy, be it 

mail order or a community pharmacy.  

The Minnesota Department of Health (2015) defines E-prescribing more formally as: 

transmitting, by the use of electronic media, prescriptions or information related to a 

prescription, from the person making the prescription to those that will either dispense 

or need to approve it. This might occur directly or via an intermediary, and might 

involve a network for E-prescribing (Teich et al., 2005). It entails a two-way 

transmission between those dispensing and those at the recipients end; though it is also 

not limited to this either. This definition covers how prescribing is made safer by 

accessing information on patientôs medical histories, eligibility of pharmacies, how 

drugs interact with one another, allergies to drugs, information on benefits and 

specifications on the drug history patients might have received (Zimmer et al., 2008; 

Johnson et al., 2010; Johnson and Lehmann, 2013). 

E-prescribing systems fall into two categories; stand-alone E-prescription systems and 

EHR systems that have an E-prescription module integrated into them (Dobrev et al., 

2008). Stand-alone systems and EHR systems are not linked. Stand-alone systems are 

not as complex to implement or as expensive, and can be installed more rapidly than an 

electronic record system that has an E-prescribing module integrated into it. However, 

the EHR system does allow patient data to be accessed electronically immediately, 

including: lists of problems, results of laboratory tests and radiology, clinical notes that 

have been taken and orders. This leads to improved levels of decision-making by 

doctors regarding the prescribing of medication for each patient. EHR systems allow the 

offering of a large number of aids to clinical decision-making, such as when screening 

tests need to be carried out, when immunisations need to be given etc. Healthcare 

centres with doctors are using EHR systems with E-prescribing capabilities more and 

more. This is because their functionality is more comprehensive, which allows it to 

provide a safer and better quality service (Dobrev et al., 2008). 
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Figure 2.4: Electronic Prescribing, How it works (Ranjan, 2013). 

 

It is not necessary to use any specific type of hardware or software to be able to operate 

E-prescription technology. Both EHRs and stand-alone systems for prescribing offer 

clinical decision-support functionalities (Dobrev et al., 2008; Johnson and Lehmann, 

2013; Ohlund and Goldkuhl, 2008). The list of hardware that doctors have used for E-

prescribing includes: tablet devices, devices held in the hand, desktop PCs, laptops etc. 

Table 2.1 shows the multi-dimensional advantages of E-prescribing. 

Process 

Phase 

Key Functions of 

E-health system 

Description 

 

Prescription  1 Identifying the 

patient 

 

 

A link is made between the prescription 

and the patientôs personal data, such as 

date of birth, sex and post code. 

2 Renewing 

authorisations 

 

The prescriber can be alerted that an 

authorisation is required to renew a 

prescription and can generate the renewed 

prescription. 

3 List of current 

medications 

  

Those making the prescription can gain 

access to the patientôs medication history 

from all healthcare, including a pharmacy. 

4 Alerts over safety 

and supporting 

decisions-making 

 

This can be when a contraindication, 

patientôs allergies, medical state, body 

mass or results from a laboratory test are 

pointed out to a prescriber. 

5 Selecting a 

medication 

Medication can be chosen by selecting 

from a list; this may be influenced by a 
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diagnosis and require prescribing accurate 

dosages. 

6 Formulary alerts  

 

This can allow the prescriber to be aware 

when a patientôs health benefit is 

jeopardised by a contraindication of the 

medication prescribed. 

Transmit  

 

7 Bidirectional 

exchange of electronic 

data 

 

 

Can allow the communication of 

information about medication between the 

dispenser, payer and prescriber. This 

includes renewal authorisations, requests 

for changes, information on benefits, 

history of medications taken, results of 

counselling, new scripts and so on. 

Administer  8 Materials for 

educating patients 

 

Materials to educate the patient about 

their medical condition, any therapies 

they must receive and any possible side 

effects can be made accessible. 

9 Collaborating in the 

management of 

medication 

 

 

Can aid in connecting the doctor, 

pharmacist, healthcare plan coordinator, 

and/or individual care manager, thereby 

supporting collaboration between them in 

the managing of medication therapies.  

10 Aids for 

administrating 

 

These can be useful in providing support 

in medication administration graphically 

and visually. 

Monitor  11 Links to laboratory 

testing 

 

This can aid in reminding either the 

patient or those making a prescription to 

get laboratory tests that monitor specific 

medications. 

12 Reminders about 

refills 

Can be used in reminding patients to refill 

medications. 

13 Alerts about 

adherence 

Medication history can be used for 

alerting the pharmacist, prescriber or 
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 another about the non-adherence of a 

patient. 

14 Monitoring 

compliance remotely 

 

Can be useful in alerting the caregiver or 

those monitoring the care, if a dose has 

been administered late or missed all 

together. 

15 Patients feedback 

 

 

Can be used for asking patients about the 

experiences that they have had with 

therapies, for instance; have they 

experienced any side effects. This can be 

carried out through E-mail, SMS 

messaging and Skype. 

Table 2.1: Structure of E-prescription processes. 

A big advantage of using E-prescriptions, according to Astrand (2009), is that it is a 

faster method of dispatching a prescription to whichever pharmacy the patient may 

choose to use. Before despatching the order, the prescription is checked by the computer 

for any problems with it; for instance, if it conflicts with any allergies or medications 

the patient may have which are listed on the system, or any problems that have been 

recorded; therefore the system performs a check of drug allergies, whether or not any 

drugs might conflict with each other, and to check for drug interaction to a verity of 

disease (Astrand, 2009). Additionally, there are controls put in place around drug 

duplication and whether or not any drugs might be unavailable. The staff would then be 

alerted about any issues that may potentially affect safety, by alerts popping up 

describing the issue and how serious it might be (McMullin, 2005). The use of E-

prescriptions has been proven to help in reducing mistakes, when compared to preparing 

prescriptions using paper (Monaco, 2015; Corley, 2003; Lapane et al., 2008).  

The main benefits of E-prescriptions can be summarised as follows (McMullin et al., 

2005; Corley, 2003; Astrand et al., 2009; Lapane et al., 2008): 

¶ Safer method of dispensing medication: When doctors use electronic 

prescriptions, the possibility of errors occurring, for reasons such as bad 

handwriting, are eliminated. A doctor can prescribe more safely when being able 
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to access a patients medication history and this helps in preventing the 

prescribing of drugs that the patient has exhibited allergic reactions to.  

¶ It is more convenient: by using an electronic system, the prescription can be 

ready for the patient by the time they arrive at the dispensary; far more 

convenient than arriving at the pharmacy and waiting for the prescription to be 

made up. 

¶ The cost of medication can be managed better: The doctor can see which 

insurance plan the patient has and prescribe only medication covered by the 

insurance plan; thus saving the patient a lot of money potentially. 

¶ The process for renewing prescriptions is made more efficient: the use of E-

prescriptions can streamline communication between the doctor and the 

pharmacy for the renewal of prescriptions. For instance, a pharmacist can send a 

renewal request electronically to a doctorôs computer system should a 

prescription run out of refills. The doctorôs response can be fast and carried out 

easily, meaning the patient need not wait around for the doctor and pharmacist 

to talk to one another over the phone. 

E-training is discussed in the following section. 

2.4.4 The Use of E-training  

E-training is where knowledge and skills relating to what is required for work can be 

acquired by use of a computer or remote guidance (Ettinger, 2004). Ettinger (2004) and 

Mayo (2001) also say that E-training falls within the organisationôs remit, and the 

purpose is to encourage the individual to behave in a manner that will benefit the 

organisation. In the present context when E-training is discussed it is with following 

meaning: 

E-Training:  an application or process which utilises current electronic media 

for delivering healthcare worker training on the use of E-health applications. 

E-training systems are designed around constructivist ideas. Constructivism is defined 

by Gaol et al (2014) as knowledge being actively constructed and engaged with those 

learning. Turnbull (2011) advocates that a learner constructs their learning using the 

environment they are in and at a rate individual to them. While the learner constructs 

knowledge, they ought to be supported by those more knowledgeable; for instance an 
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educator, a mentor or an expert in that specific field (NHS, 2003). Those persons who 

are more knowledgeable can help by providing extra expertise, a different perspective 

and a foundation for the construction of knowledge for enhancing the process of 

learning (Turnbull, 2011; Tsai, 2012). E-training requires the involvement of ICT, 

which the learner must seamlessly integrate and ground (Olapiriyakul and Scher, 2006). 

ICT systems for E-learning revolve around multimedia courses that are interactive and 

online and online tutoring (Tsai, 2012). Figure 2.5 below illustrates an E-training design 

presented by Tsai (2012). 

A framework for E-training can be said to consist of the following parts (Tsai, 2012):  

¶ Keyword-based search tool: All the content that is available is held in the 

database together with any descriptions that might correspond to them. The 

search tool means that the user can use a keyword to find specific contents. 

¶ System for managing the learning: a system for administering and delivering 

lessons electronically and organising those participating in the training. When it 

is integrated together with management systems for the learning contents, then it 

is capable of creating, storing, reusing, managing and delivering digital learning 

data from a centralised object repository. 

¶ Environment for learner-system interaction: This tier presents the user 

interaction format. It focuses on a user interface that is designed efficiently and 

is accessible. The user interface generally resides on the computer of the user or 

online; 

¶ Tool for Visual Authoring : this specially created software is used for 

facilitating in creating lessons efficiently. An author with experience can easily 

create a lesson with this tool. 

E-Consultation is discussed in the following section. 
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Figure 2.5: IT application for healthcare professional training (Tsai, 2012).
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2.4.5 The Use of E-consultations  

The term Telemedicine encompasses a great deal of applications, included in which are 

doctor-to-doctor communication and doctor-to-patient teleclinincs (Caffery et al., 2016; 

Kidholm et al., 2012). Other descriptions of telemedicine include the tele-monitoring of 

patients, homecare, educating in medical issues and remote consultations between 

doctors (Imai, 2016; Raaber et al., 2016; Epping et al., 2006; Stachura and Khasanshina, 

2008; Vavoulas et al., 2016). A remote consultation between doctors is known as an E-

consultation and is typically used in developing areas and where people are limited by 

an underdeveloped transport infrastructure (Whitten et al., 2005; Gray, 2009). Many 

rural healthcare institutions are severely economically affected, and are technically 

severely limited as far the infrastructure of their networks go. Because bandwidths are 

unreliable and the doctors are overworked due to staff shortages in these regions, E-

consultations will be unsupported by media operating in real-time (Cannon et al., 2014; 

Velasquez et al., 2016). 

Remote E-consultations have significantly impacted upon healthcare institutions in rural 

areas because of dire lack of doctors in those areas (Wood et al., 2016; Kuehn, 2016; 

Kidholm et al., 2012; Epping et al., 2006; Velasquez et al., 2016). Stachura and 

Khasanshina (2008) state that specialist consultations that take place remotely, i.e. from 

doctor to doctor, occur more effectively when using asynchronous computer-mediated 

communications. There are two different types of systems for asynchronous remote 

consultations. These are a message-centric system and a discussion or storage-centric 

service (Stachura and Khasanshina, 2008). The message-centric system provides 

services that resemble email and allow doctors to ask questions of groups of consulting 

doctors and then to receive a reply (Whitten et al., 2005). A storage-centric service 

functions like the internet, allowing basic storing and searching abilities, and a 

discussion-centric system exhibits the same functions as a bulletin board based on the 

web.  

E-consultations can aid healthcare staff in the sharing of healthcare information. The 

objectives of E-consultations are the improvement of the healthcare received by patients 

through the enhancement of skill and knowledge levels of local healthcare staff by 

specialist teams remotely situated (Deldar et al., 2016; Li et al., 2016). In the present 

work, the term E-consultation is used with the following meaning: 
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E-consultation: remote consultations between nurses and doctors, specialists 

and doctors, doctors and doctors or between doctors and any other any other 

healthcare workers there may be. 

2.5 Policies for E-health 

According to American Medical Association (2013) and Meingast et al. (2006) a very 

important legislative regulation in North America is the Health Insurance Portability 

and Accountability Act (HIPAA). This act is intended to assist in providing more secure 

E-health systems. Some of the main points of the HIPAA security requirements are: 

¶ Security configuration maintenance that includes completely documenting the 

processes and plans for documenting incidents concerning security; 

¶ Each message that will be transmitted on the open network should be encrypted; 

¶ How information is accessed is controlled by policies and processes; 

¶ Establishing trust partnership agreements with stakeholders; 

¶ Official processes put in place in order to access E-health records; 

¶ The network and communicating need controlling; this includes the maintenance 

of message credibility, privacy and validity; 

¶ When systems are accessed, every individual authorisation must be recorded and 

kept; 

¶ Making sure system operators are trained to be aware of security issues and that 

these training techniques are regulated at set intervals; 

¶ Data needs to be authenticated, ensuring that no destruction or alterations take 

place. 

In addition to HIPPA, all the states regulate the handling of healthcare. This regulation 

is summarised very efficiently in the State of Health Privacy, published by the Health 

Privacy Project (Pritts, 2013). For example, the Alabama Code contains absolutely no 

general statute records at all, or even a general statute that restricts the disclosing of 

confidential data. The California statute though, lets patients see their own healthcare 

records. The California Code has comprehensively regulated the disclosure and usage of 

healthcare data. Because of the variations in the codes of different states, there are 

doubts about who owns certain data, rights to access and disclosing when healthcare 

information is transferred from one state to another by electronic means. With the 

HIPAA Privacy Protection being mandated in 2003, a national norm for ensuring the 
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privacy of healthcare data was set. These are though simply the most basic of rules, with 

states that practice a more rigorous standard of protection not being affected (Meingast 

et al., 2006; Medicare Learning Network, 2016). 

From the examples given above and because of the sensitivity involved in healthcare 

issues and the information that comes with it, Governments have an obligation to 

regulate laws that will aid in the exchanging of information from one stakeholder to 

another and to protect patientôs rights and enable the patients to experience privacy. 

Examples of countries that set controls on the accessing of such private information, are 

China and Singapore (Wickramasinghe and Fadlalla, 2005; Huang et al., 2009). It does 

not matter whether a healthcare system is run privately or by the government, there is 

clearly a need for regulation by the government, when E-health initiatives are 

undertaken. 

Within E-health there are many players, spread across many geographically distant 

areas. For an E-health system to work, a very large amount of information needs to 

move between different locations with ease. In order for this to happen there needs to be 

some form of standardisation. If a country should decide to implement E-health 

systems, there needs to be standardisation policies, procedures and protocols put in 

place right from the start so that the aims of the E-health system might be realised. It is 

fortunate then that the primary vehicle for E-health is the internet. The internet has a 

wide range of its own strictly imposed protocols, for instance: transmission control 

protocol (TCP), Internet protocol (IP) and hypertext transfer protocol (http). 

Wickramasinghe et al. (2005) have pointed out that the existence of these protocols has 

led to the internet being commonly adopted for electronic commerce. Wickramasinghe 

et al. (2005) also assert that, if a country aspires to transform their health system by 

implementing technologies, then they need to deliberately establish standardisation 

procedures, policies and protocols; thus reducing a lot the issues that might impede the 

creation of the structure that they need. Examples of the healthcare security mechanisms 

are shown below: 

Mobile Healthcare Computing Devices (MHCDs) 

For recording information healthcare staff need to utilise MHCDs such as tablets, 

laptops etc. (Istepanian et al., 2006). These can be employed in home visits, emergency 

treatments and in rural areas. Anyone using this system needs to possess a smart card 
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that has a digital certificate. Therefore, MHCDs need to have smart card readers, though 

they could be laptops with PCMCIA-based smart card readers utilised by doctors that 

carry out visits inside healthcare institutions or at patientsô homes. Smart cards are 

commonly utilised in many developed countries already around the world (Robert et al., 

2011). The most commonly utilised of these will be discussed in the following section. 

Patient Data Cards (PDCs) 

It is not only the use of electronic equipment by healthcare institutions that can increase 

the efficiency of healthcare received by patients, but the patients themselves that can 

utilise it. Patients can carry mobile data carriers known as PDCs, which contain 

healthcare data about the patient such as medical history, allergies, blood type and 

prescriptions so that if the patient requires medical attention where this information is 

not readily available, treatment can commence immediately without having to source 

this information from wherever it may be stored. It also makes the work of healthcare 

staff more straightforward as they can be more confident in making decisions fast 

knowing everything they need to know straight away, such as which medication they 

are taking, so as not to prescribe another drug that might cause a negative reaction. It is 

recommended for the sake of privacy that the PDCs should be encrypted so that only 

authorised medical staff can access sensitive information that may be contained on the 

card (Robert et al., 2011; SCA, 2013). 

Health Professional Card (HPC)  

In order to maintain confidentiality of patient healthcare records it is imperative that 

only authorised personnel be allowed access to this data. In order to maintain these 

security levels authorised staff carry access cards that are programmed individually, 

called HPCs. It is therefore, in theory at least, impossible for someone with negative 

intent to tamper with healthcare records. This technology also allows healthcare staff in 

different departments, or even cities or states, to communicate confidentially with one 

another. The card alone should not be enough for healthcare staff to access records, 

rather a PIN should also be required or perhaps an electronic signature or for very 

sensitive data an iris recognition system would ensure very high security (Robert et al., 

2011; British Medical Association, 2014; Parkin, 2016). 

From these findings we can point out that when the Libyan National Health Service 

decide to implement E-health systems, the Libyan Government needs to standardise 
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policies, procedures and protocols and put them in place right from the start so that the 

aims of the E-health system might be realised. There needs to be a governing board 

established for the nationwide implementation of E-health systems in the LNHS. 

2.5.1 Health Information Privacy and Security Issues  

Since the implementation of the first healthcare system, there has been concern about 

the security of the information that is recorded, due to the sensitivity of this data. When 

such data is recorded electronically, many people may become very concerned about 

how private and secure their personal healthcare data will remain. The installation of 

any computer system for storing patient healthcare records should be accompanied by 

rules to ensure that the information remains confidential. It is also very important 

though for this information to be easily accessible for those authorised, so that patients 

receive the best treatment possible (Difelice, 2015; Meingast et al., 2006; Anderson, 

2012).  

The term ósecurityô in this context means being able to protect personal data from being 

accidentally disclosed to those without authorisation and controlling who has the right 

to access it. The American Society for Testing and Materials points out various factors 

that might threaten healthcare data security, because medical records are very personal, 

and therefore have great potential to be used destructively, there are grave concerns 

around how private and secure this information remains (Brandt, 2000). Hamidovic and 

Kabil (2011) refer to the Electronic Privacy Information Centre (EPIC), to indicate that 

the word óprivacyô is hard to interpret accurately, as its use can vary so much from 

context to context. There are important differences between the terms privacy and 

security, though they are also related (Perrin, 2011). Hamidovic and Kabil (2011) state 

that an individual has a right to their privacy; to be able to control information that is 

personal to themselves. This information should not be used in a way that is not 

agreeable to them personally.  

Hamidovic and Kabil (2011) say that the National Research Council (1997) warns that 

medical data recorded electronically could potentially be accessed in order to gain from 

them, either personally or economically. Someone who is authorised to access medical 

records could do so even when they have no valid reason to do so (e.g. accessing the 

records of someone they know or are related to or somebody famous). They might even 

disclose somebodyôs confidential information to someone without the consent of the 
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patient. There is also the possibility that a computer system might be hacked into in 

order to access or destroy confidential information, or even shut down the system, thus 

hindering the ability of healthcare workers to treat patients effectively. 

To understand how dangerous it could be, it is necessary to examine how this 

information could be threatened. The ASTM (Amatayakul, 2007) points out a range of 

things that might threaten the security of healthcare data: threats to the sequence of 

messages, including replaying and delaying messages; repudiation, where an action 

takes place, for instance something is modified, and those responsible deny any 

responsibility; data being modified or destroyed; masquerading, where a person or 

people pretend to be who they are not, allowing them to launch an attack; disclosure 

without authorisation, including allowing the contents of a message to be seen, 

information derived from looking at the flow of messages and data that is viewed by 

those without authority; denial-of-service attacks, thus preventing the system from 

functioning.  

To oppose such threatening forces, many governments use varying forms of regulations 

that help to keep their healthcare data available, confidential and maintain its integrity. 

The next section is discussing healthcare data security.  

2.5.2 Healthcare Data Security 

In order for patient healthcare data to remain secure when they are looked after using 

Information System (IS) there is a need for very precise security protocols (Sedlack and 

Tejay, 2011). This section looks at desirable features of security protocols in detail, 

using literature about the German health system. Though Germany has a private 

healthcare system and is a developed nation, it can be used as an example of what has 

worked and can therefore be utilised where relevant in the LNHS. 

Legal Framework  

Introducing healthcare telematics, cards for healthcare staff and healthcare E-cards has 

created many changes in the running of healthcare institutions in Germany. As these 

changes have had such a massive effect upon the healthcare system, it is essential that 

specific steps be taken to ensure data privacy (Sunyaev, 2011; Benham-Hutchins, 

2008). These steps are not concerned with medicine alone, but include healthcare 

policies, education, technologies and training, all of which have to follow strict 

guidelines according to German law. 
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Privacy 

Historically there have been a lot of requirements legally in healthcare data exchange. 

Companies involved in healthcare ICT need to take such legal requirements very 

seriously when handling sensitive healthcare data (Difelice, 2015 and Sunyaev, 2011). 

German law prioritises the maintenance of privacy within the healthcare system at the 

highest possible level, with patients having control over the choice of where and when 

their healthcare data is shared (Sunyaev, 2011).  

E-health needs to be used so that patients are in charge of the destiny of their healthcare 

records. In Germany this is guided by section 9 of the Federal Data Protection Law, 

which provides healthcare providers with minimum requirements regarding healthcare 

record data security.  

The best mechanism for protecting confidential data is controlling who the material is 

accessed by (Schreck, 2013). The goal of protecting sensitive information is best carried 

out through being able to limit what types of access are granted to different healthcare 

staff. This should allow whoever needs to access information to do so, while the data 

remains as safe as possible. 

Confidentiality  

It is one of the basic rights of patients that their medical history remains confidential. 

Therefore, doctors need to strictly adhere to rules on confidentiality, cultivating an 

atmosphere of trust between themselves and the healthcare system. 

As most healthcare institutions are open to the general public, there is always the 

possibility of security risks. Therefore, strict and effective forms of data security are 

required (Santhi and Dheeptha, 2016; Anargyros et al., 2011). 

Integrity  

Healthcare security requires that all healthcare information, before, during and after 

healthcare treatments, remain accurate, authentic and complete. Therefore, it is essential 

that precautions are in effect to stop data being manipulated before and during 

treatments, but software is required so that any changes to data can be reviewed for 

authenticity and integrity. 
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Availability  

Though security is essential, because of the often urgent nature of healthcare it is also 

very important that healthcare staff be able to access vital healthcare information 

immediately (Sunyaev, 2011; Daim et al., 2016).  

Because healthcare records can be needed a long time after they are recorded (even after 

death) these records need to be stored systematically so as to be retrieved easily, even at 

a much later date (Sunyaev, 2011, Bos et al., 2008).  

Authenticity  

It is essential that all healthcare records are authenticated by whoever authored the 

document recorded and any that fail this need to be deleted (Rivard and Aubert, 2015; 

Santhi and Dheeptha, 2016). Since the technology is now widely available for signing 

electronically, it needs to be utilised at all times when healthcare staff amend records. 

Liability  

While sensitive data is being sent from one source to another, there is always a risk to 

its security. Therefore, steps need to be taken to ensure that the data will arrive safely, 

cannot be intercepted and that it can be verified that the sender sent it and the recipient 

received it (Santhi and Dheeptha, 2016). 

Use Regulation  

Patients need to be able to choose who has access to their healthcare history (Sunyaev, 

2011). 

Accuracy  

It is essential that all healthcare data about patients be as accurate as possible to avoid 

doctors carrying out inappropriate medical procedures that could harm a patient 

(Sunyaev, 2011). 

Utility  

All healthcare data that is stored needs to be of some use potentially for medical 

purposes (Santhi and Dheeptha, 2016; Sunyaev, 2011). 
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Legal Certainty  

All healthcare decisions legally require that a person be recorded as being responsible 

for making a decision, in order that a patient can, if the need arise, take action in order 

to obtain compensation for poor decisions (Sunyaev, 2011). 

Suitability for Daily Use  

All systems need to be designed to be user-friendly so that anyone can use it and not 

only be operable by highly trained staff. Though software may be becoming more and 

more complicated, those without great computer experience may be required to record 

data, thus it needs to remain as easy as possible to operate (Penalvo and Francisco, 

2008). 

2.6 IT for E-health 

It is generally recognised at this time that in order to operate a healthcare institution as 

effectively as possible, all the departments within it (plus any establishments that their 

work requires them to communicate with externally on a regular basis) require some 

form of communication linkage. Even though most healthcare institutions will allow for 

this in their budgets in this day and age, it can only be achieved if the appropriate ICT is 

employed with appropriate functionality (Menschner, 2015; Schweiger, Leimeister and 

Krcmar, 2007). Also this has not been the case in many healthcare systems, where 

coordination has been lacking and because a lack of centralised planning has meant the 

different departments within healthcare institutions have chosen ICT that matched their 

needs, but unfortunately are incompatible with ICT chosen by other departments, 

making communication with one another very difficult (Lucy-Bouler and Morgenstern, 

2002). After many years of developing separate IT strategies, the process of connecting 

up isolated areas or departments can be extremely expensive due to the difficulty of 

programming such alien IT systems to work with each other. 

Integrating different systems can therefore be easier if simplified so that systems remain 

as autonomous as possible, and overlap only where absolutely necessary. Such changes 

in the integration of information can make systems more user-friendly, scalable and 

allow single components to cooperate more smoothly, allowing seamless healthcare that 

saves money on staff training, costly mistakes and duplication of electronic health 

records (EHRs), thus optimising processes internally and externally (Monaco, 2015 and 

Lenz et al., 2005). 
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The main design employed for most E-health developments is shown in Figure 2.6; this 

illustrates server-to-client architecture. For these server client architectures to be 

supported, the ICT infrastructure needs to receive special consideration. The 

infrastructure for the ICT consists of fibre trunks, underwater cables, phone cables, 

satellites, earth stations, high-speed services and teleports for business use. Any nation 

planning to implement E-health systems needs to pay attention to providing an 

infrastructure that is technically sound. This infrastructure needs to consist of good 

electrical service, efficient telecommunications and good access to computers and 

internet connections. The provision of a high bandwidth is essential in providing an 

adequate multimedia service, therefore providing good E-health levels of quality. ICT 

requirements are, without a doubt, one of the most important aspects of the 

infrastructure needed for the implementation of an E-health system.  

 

Figure 2.6: The essential ICT architecture for E-health (Wickramasinghe and Fadlalla, 

2005). 

For large organisations to be able to be competitive on a global scale is important for 

them to use networks as part of their business strategy. Wickramasinghe et al. (2005) 

assert that it is of little use to have a hi-tech computer unless it has a broadband 

connection with a reasonably high download capacity. Since the internet has become so 

vital to so many types of business and daily life for many, the internet network needs to 
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work well globally to compete efficiently in business (Manyika and Roxburgh, 2011). 

Telecommunication infrastructures are absolutely necessary when providing internet 

access and therefore electronic commerce (Tyler, Hughes and Renfrew, 2011). One of 

the countries that have been a pioneer of implementing an advanced E-health system is 

Singapore. In Singapore the authorities have gone to great lengths to install broadband 

internet connections into virtually every home and workplace (International 

Telecommunication Union, 2011). A study (International Telecommunication Union, 

2011) made of households with internet connectivity would suggest that Singapore lies 

within the top ten nations globally for levels of online households. Whereas many Asian 

countries are developing advanced ICT infrastructures, the levels in Sub-Saharan Africa 

are as yet quite limited in comparison (International Telecommunication Union, 2011). 

2.6.1 E-health Architectures 

Cooper (2008) gives a definition of a framework as a set of ways for assuming, 

conceptualising, valuing and practicing that together comprise a way of viewing reality. 

In the present work, the term framework is used with the following meaning: 

Framework: is a conceptual or real structure created with the intention to help 

in supporting the construction of something that will help in expanding the 

structure into something that will be more useful (Sukys, 2011). 

The development of an E-health framework or model can be informed by various 

differing types of architecture styles. Architecture styles are defined by Milosevic 

(2006) as ñsets of principles and coarsely grained patterns which could deliver 

frameworks for a group of systemsò. Among these architectures are component-based, 

layered, object-oriented, client-server-oriented, message-bus architectures, and service-

oriented. Each style of architecture serves as a guideline for the development of ICT for 

a framework for an enterprise such as a healthcare institution. A description of each of 

these architectures is given in the following paragraph (Yang and Yuen, 2010; Brown, 

Johnston and Kelly, 2002). 

Component-based architectures: This is where application designs are decomposed 

into components that are either logical or functional and are reusable and are location 

transparent and are exposing communication interfaces that are well defined. 
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Layered architectures: Here the concerns of the applications are partitioned into 

groups that are stacked, also known as layers. 

Object-oriented: This style of architecture is about the tasks being divided for systems 

or applications into individual objects that can be reused and are self sufficient. Each 

one should contain the data and behaviours that have relevance to that particular object. 

Client-server architectures: The system is segregated into applications. This is where 

the clients are making service requests to the servers. 

Message-bus architectures: These are software systems that are used for receiving and 

sending messages based around a set of formats that are known. This is done so that 

systems are capable of communicating with each other without the need to know who 

the recipients are. 

In this work SOAs is used. The next section will describe service-oriented architectures 

(SOAs) in greater detail.  

2.6.2 Service-Oriented Architectures (SOAs) 

Many researchers have expressed the view that using the SOA approach would be the 

best way to solve the many problems created by integrating organisations and their data 

(Petroski, 2004; Buschmann et al., 1996; Gorton, 2006; Hohmann, 2003; Taylor et al., 

2009; Taylor, 2009a; Fowler, 2003; Kodali, 2005; Erl, 2005; Brown et al., 2012; Lynch, 

2005). For example, Erl (2005) indicates that using the SOA approach offers potential 

benefits that could develop organisations such as healthcare institutions. The basis of 

the SOA approach is the idea of service (Afshar, 2007; Murray, 2006). Service is 

defined by Rubin and Holzworth (2009) as a way in which a consumer has their needs 

or wants satisfied. This is done through a contract that has been negotiated and has 

within it service agreements about the services on offer. Demirkan, Spohrer and Krishna 

(2011) further define a service as representing an accurately defined function that is 

produced because of a request that has been generated electronically.  

Another definition given by United States Government Accountability Office (GAO) 

(2010) is that SOA guides, and provides the principles for, the transformation of an 

organisationôs assortment of heterogeneous, complex, inflexible and distributed systems 

into simplified, highly flexible and integrated resources that are capable of changing and 

being composed for supporting business objectives. Another definition of SOA is that it 
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is a way of approaching the design of a system that makes allowances for computing 

that is standards-based, loose coupling, and interoperability (Kodali, 2005). The 

application of SOA allows clinics and hospitals to be more autonomous and flexible so 

that they can have more control of the IT they use and it also allows inter-organisational 

integration of businesses (Rubin and Holzworth, 2009). The SOA approach is deemed 

very good for developing countries for developing E-health solutions (Gonzalez et al., 

2010). 

The SOA approach identifies individuals participating in the E-health framework and 

gives a description of the role they have in the system and their relationship to it. The 

relationship and roles of the healthcare institutions in the study have implied sets of 

business services that they provide to the whole system. Each service needs detailed 

definitions of business rules, data and all the business protocols, though they are not 

provided within this architecture framework. Once there is a clear definition of the 

services being provided, it becomes simpler to predict what sorts of applications are 

needed for each healthcare institution to provide those services (Woods, 2003; Natis, 

2008; Fujita andMejri, 2006). 

It can be seen from the discussions above that SOA provides applications with the 

ability to function and therefore to be used as services. These services use an interface 

that is standards-based and that is ideal for publishing, and discovering. The service 

provided by SOA is a data schema and message-based communication with an 

application. SOA services are also used for providing interfaces that are application-

scoped and not interfaces that are object or component-based. Basically SOA services 

ought not to be seen as architecture that is component-based. The principal advantages 

of the SOA are: 

¶ Discoverability: A service can allow a description to be exposed, thus allowing 

other services and applications to find them and allow the interface to be 

determined automatically; 

¶ Domain alignment: Common services that have standard interfaces are reused 

which causes opportunities in technology and business to increase and for costs 

to be reduced; 

¶ Abstraction: A service can be autonomous and gained by use of formal 

contracts, thus providing abstraction and loose coupling. 
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In this thesis the E-health framework that will be put together is intended to promote an 

improved healthcare service for the Libyan National Healthcare Service by utilising 

information and communication technology (ICT). It is, however, valuable to recognise 

that ICT is the enabling infrastructure and not the ultimate goal. The ICT infrastructure 

is the foundation of the network required in order to share information between different 

areas of Libya and between different healthcare sectors. Included within this are the 

connectivity of the network and the primary services at the core of the system that hold 

together a functional E-health system. The use of ICT in the healthcare environment is 

intended to provide a high performance healthcare service. A high performance 

healthcare service is one where all those caring for the patients are connected by an 

environment that is secured and interoperable and where the decentralisation of 

healthcare data flow has enabled the most comprehensive, timely, safe, efficient, 

effective and equitable healthcare delivery where and when it is the most required 

(Marti et al, 2004; Riedl et al., 2008; Ciampi et al., 2016). 

Drury (2005) goes on to say that in poorer countries, such as Libya, the development of 

E-health systems occurs in the context of poverty rather than affluence. Hence, for the 

purposes of this study the E-health framework that will be compiled, in order to be more 

beneficial, ought to be contextualized to aid the Libyan National Health Service in 

healthcare institutions in urban and rural areas. 

Given the advantages discussed above, this thesis puts forward the proposal that the 

architectural style of SOA be used in compiling the provincial E-health frameworks for 

the Libyan National Health Services. 

2.6.3 Internet and Computer Access: Policy and Infrastructure  

The development of E-health systems anywhere is highly dependent upon that countryôs 

ICT infrastructure (Cabrera and Pardo, 2008; Apulu, 2012; Wootton and Bonnardot, 

2015). Within the last decade the technology that enables the use of E-health systems 

has developed and spread at an unprecedented rate; such that, some thirty years ago 

people would not have believed the technological advances we now enjoy to be 

possible, and yet they have almost imperceptibly developed and mushroomed around us 

(Li et al., 2016). This rapid development has not been universal though; this section 

looks at different aspects of this rapid development and how it relates to the subject of 

this thesis. 
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The economic crisis of 2008 put virtually every form of commerce and industry into 

recession (Beachy, 2012). One sector which stands out because of its sustained 

expansion and growth is the internet and telecommunication markets. It is precisely in 

these areas that growth is needed to accommodate the infrastructure required for 

implementing E-health systems (Min, 2015; Qureshi, 2013). The more a government 

can allow and encourage the increase in availability of mobile phone use and internet 

access among its population, the greater the potential for the implementation of E-health 

systems (Fatos et al., 2015; Foh, 2012).  

The use of landlines for telecommunication has been declining from the mid 2000s, 

particularly among developed nations. Landline markets were saturated and have been 

taken over by the mobile phone. In more developed countries the mobile phone market 

has also maxed out with a paltry 1% growth rate, though developing countries are still 

expanding in this market, with an impressive 20% growth (also known as the ñmobile 

miracleò) and are showing few signs of this expansion slackening off. The contrast in 

Libya in this respect is somewhat marked, with 19.3/100 households having fixed-line 

phone access, compared to 171.52 mobile phones per 100 users; data that supports these 

figures comes from research carried out by the International Telecommunication Union 

in 2011, as shown in figure 2.7. 

Fixed broadband subscriptions have increased by 100% globally in the past five years. 

The divide though, between the have and have-not nations of this world, is indeed vast 

when it comes to fixed-broadband internet access. While developed nations are enjoying 

an average of 24% of households being served by fixed-broadband services, the 

situation in developing nations is that a mere 4.2% have access. Not only this, but there 

are very different levels of access depending upon the nation or area within that nation 

(ITU, 2011). 
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Figure 2.7: Telecommunication per 100 people, between 1975 and 2010 (ITU, 2011). 

The fastest growing area in this field is the wireless broadband sector, which has 

experienced a massive increase in developing nations, in the past couple of years. The 

trend has been very much moving from the use of fixed-broadband, to accessing it via 

mobile phones and wireless apparatus (ITU, 2014). This has allowed a great number of 

people to go online in developing countries and it is now in the hands of those dictating 

policies within government to ensure this process maintains its momentum, therefore 

facilitating widespread access in developing countries to E-health facilities online (Ally 

and Samaka, 2013).  

According to ITU (2011), the number of people using the internet increased by 100% 

between 2005 and 2010, meaning there are now two billion people with online access 

globally. This means 30% of the global population are internet users, compared to 12% 

in 2003 and just 6% in 2000. That is an astonishing 500% increase in twelve years, 

creating somewhat of a mushroom effect in growth. Again such statistics are misleading 

though, due to the global economic divide. While an average of 66% people had internet 

access in developed countries in 2010, that figure stands at a mere 16% for developing 

nations. While many developing nations have provided online access in areas such as 

government buildings, institutes of science, research establishments, and to a lesser 

extent schools, libraries, hospitals, archives and museums, the provision of internet 

access is usually concentrated in larger urban areas and is often much sparser in rural 

areas and far flung reaches of countries. Even when internet is available in such places, 
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it is seldom fast enough to be of much use for E-health applications as it is seldom 

found outside of major cities. 

For E-health to prosper in developing countries, the revolution seen in the mobile phone 

markets needs to happen in the internet market too (Eberhard, 2014; Qianq, 2011). The 

new generation of mobiles, known as ñsmart phonesò, is certainly bringing the 

realisation of this closer, but to most people in developing countries these devices are 

simply too expensive. The need for the realisation of a wider take up of internet access 

through mobile wireless would require the development of more affordable models.  

The effectiveness of a country's ICT infrastructure is more and more dependent upon 

the bandwidth and capacity of its internet services. There is a global chasm opening 

between those with access to high speed and large capacity services and those in the less 

well off countries who have slower speeds and a lower capacity (ITU, 2011). For E-

health systems to spread throughout the world and to not remain exclusively for the 

privileged, policy decisions made in the future need to improve internet access in 

developing countries, with those of a lower income bracket being targeted (Lewis et al., 

2012; Henriqueq et al., 2014; Luna et al., 2014). 

The situation in Libya, with regards to the telecommunications industry is a game of 

two halves. Until 2004 there was only one mobile phone provider in Libya; the 

government owned company Al-Madar exercised a complete monopoly in Libya, but 

was not very popular, with Libya having one of the lowest levels of mobiles per person 

in Africa. In 2004 the government introduced a second mobile operator called Libyana. 

Because this new state owned company offered cheaper rates, the ownership of mobiles 

catapulted to become one the highest in Africa within a few years, even becoming the 

first nation in Africa to have an average of more than one mobile phone per person. The 

Libyan government has also announced plans to sell off 40% of its shares in its mobile 

phone providers. In 2010 the Libyan government has invested substantial amounts of 

money to improve ICT infrastructure, and the national and international network of 

fibre optic cables and broadband connections (Budde Communication, 2016; Rossotto 

et al., 2014; Business Wire, 2012). 
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2.6.4 Development of Health Information Systems (HISs) and Information 

Technology (IT) Requirements 

The World Health Organisation (2006) gives a definition of health information systems 

as systems for integrating the collection of data, making reports, carrying out processes 

and using information that is needed for the improvement of healthcare provision and 

improving healthcare management on every level. Health information systems by their 

very nature comprise an assortment of sub-systems that collect and report data. Though 

some sub-systems correspond to healthcare facilities, others are more general (Frankel 

et al., 2003; Waterson, 2014); corresponding, for instance, to programmes such as the 

Expanded Programme on Immunization (EPI), or leprosy, malaria and tuberculosis 

restriction programmes (Sahay et al., 2007). Health information systems are also called 

Clinical Information Systems (CIS). CIS are information systems that are 

comprehensive and intended for managing hospitals financially, clinically and 

administratively.  

According to Studnicki et al. (2006), health information systems began in the Eighties, 

as specific programs that were used on old mainframe or stand-alone computers. The 

earliest types were mostly used by epidemiologists and other analysts focusing on 

public health. As PCs harnessed more and more power and Microsoft developed 

Windows, so the ways in which health information systems were used expanded. 

Studnicki et al. (2006) go on to say that as technology became better, so public 

healthcare organisations saw that this was a viable area for investment, in order to gain 

improvements in healthcare provision. Therefore, these public healthcare organisations 

started to upgrade, replace and create improved systems for healthcare provision (Vest 

et al., 2014). The new systems were more robust in nature and more specialised, using 

up-to-date data storage systems and hardware with more dependable platforms. 

The next period of the development of health information systems saw the arrival of 

integrated systems. This happened because some organisations saw that having only 

separate systems for specific purposes created some extreme limitations (Studnicki et 

al., 2006). These organisations then started using internet networks, which led to more 

health information systems becoming networked. Thus, integrated systems were formed 

within health information systems. 
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Lenz and Kuhn (2004) state that there are two sorts of integrated system. Firstly, there 

are the types that provide links between data and application. Secondly, there are the 

types that make data accessible from multiple sources via the unified viewpoint of a 

computer system.  

2.7 Healthcare in Urban and Rural Areas 

Rural areas have been described in various ways: density of population, how resources 

are utilised or where areas are located geographically (Eberhardt and Pamuk, 2004; 

National Geographic, 2011; Pateman, 2010). These differing ways in which the term 

óruralô is defined can lead to disagreements about which one should be used (Eberhardt 

and Pamuk, 2004; Vanderboom and Madigan, 2007). In spite of these conflicting 

definitions, each country needs to decide upon which interpretation it will use for 

distributing healthcare resources equally. Hart et al. (2005) state that a majority of the 

ways in which óruralô is defined are geographically based. This includes measurements 

such as population sizes and densities and distances from urban settlements, labour 

markets and different postal code areas. The óplaceô where a person lives, works and 

plays can greatly influence the level of healthcare facilities that are easily accessible 

(Lopez and Hynes, 2006; Ompad et al., 2007). Every place has a whole plethora of 

factors that interact to influence how healthcare services are utilised in that location. 

The populations of rural areas in developing countries such as Libya are considered to 

be vulnerable where access to healthcare services is concerned, because rural 

populations are less likely to be insured, somewhat older, have an inferior health status, 

and exhibit a higher rate of chronic disease in comparison to those that live in an urban 

area (Kjellstrom, 2007). Smith et al. (2008) state that a structural aspect of a rural 

environment may be that it will have more unemployed and impoverished citizens, be 

less populated and have different mixtures of occupations in comparison to an urban 

area. On top of this, a rural population may need to overcome larger and different 

barriers in accessing healthcare than those that challenge an urban population. For 

example, a rural resident needs to travel longer distances when accessing healthcare 

facilities as population densities are much lower, and therefore there are fewer 

healthcare providers available (Velasquez et al., 2016; Smith et al., 2008). Another 

factor that might act as a barrier to healthcare access is that of culture; this may mean 

that self-reliance is emphasised and this, combined with less resources being available, 
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might lead some of the rural population to not acknowledging or recognising what their 

healthcare requirements might be (Vanasse et al., 2010). 

Data that supports this theory comes from research carried out in the US that showed 

rural populations there received less preventative healthcare than those residing in urban  

areas, and that they used healthcare services less overall, whether or not doctors were 

readily available (Cox et al., 2008; Utz, 2008). The reason behind such inferior 

healthcare services in rural areas and their lack of use might be down to how well rural 

residents are educated and their levels of literacy, peopleôs incomes and social status, 

how they are employed and the conditions in which they work, individual healthcare 

and abilities for coping with life, living environment and how accessible healthcare 

facilities are to the rural population (Kulig and Williams, 2011). Deeper explanations of 

each of these influences are given in the following sections. 

2.7.1 Healthcare Issues in Rural Populations 

There would appear to be marked differences in health practices between those 

inhabiting urban and rural parts of Canada. Some of these differences are that rural 

inhabitants are more exposed to tobacco smoke, smoke more, consume fewer vegetables 

and fruit, and are more obese (Peer et al., 2013). Other major contributors to there being 

lower life expectancies in rural parts of Canada found by the same research were: higher 

levels of suicide, injury and poisoning. Additionally, Strickland et al. (2009) have 

reported higher levels of violent behaviour in rural areas, such as murder. It is not all 

bad news for rural inhabitants though, as they claim to be less stressed and feel they 

belong to a community more than their urban counterparts (Strickland et al., 2009). 

2.7.2 Levels of Income and Social Status in Rural Areas 

Similar to the effect of lower levels of education, rural populations generally have a 

lower income status than in urban areas (Yibing, 2005). Singh (2004) reports that in 

Canada between 1980 and 2000 there was an annual income gap of $4,821 to $3,725 in 

favour of those living in urban areas. Nan Wu (2014) reports that in the US between 

1980 and 2012 the gap in annual incomes between urban and rural areas has been 

worked out to be 23%. In China, growth has been focused along its coastal regions, 

leading to a very big gap in annual incomes between rural and urban areas. Each region 

also has widening gaps in the social and healthcare services that are provided. Figures 
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indicate that in 1993, 50% of Chinese urban inhabitants had medical insurance, 

compared to only 10% of the rural population (Nan Wu, 2014). 

2.7.3 Education and Literacy Levels in Rural Populations 

According to Kulig and Williams (2011) and Lawless (2009) rural populations are more 

likely to achieve lower levels of graduating from secondary schools. This was 

confirmed in Australia where only 30% of rural students graduated from secondary 

schools compared to 48% graduated in urban secondary schools. It comes then as no 

surprise to learn that a lower percentage of younger people in rural areas go on to study 

in further education (Australian Institute of Health and Welfare, 2005). 

2.7.4 Employment Levels and Conditions in the Workplace 

Those who live in rural regions are far more likely to be experiencing higher levels of 

unemployment. There were more unemployed people in rural Canadian areas than urban 

ones between 1976 to 1989 according to Bollman data (2006) (it fluctuated between 7% 

and 12% to be precise). Even though many people are employed in farming, fishing, 

mining, timber and manufacturing industries, the main source of employment in smaller 

towns and rural areas remains the óserviceô industry (Bollman, 2006). Many of these 

types of work though, might well entail risks to personal safety because they may mean 

being exposed to noise pollution, extremely cold weather, dangerous machinery and 

chemicals. These extreme hazards, that appear more commonly in rural areas, explain 

the greater amount of serious injuries experienced by those working in rural areas 

(Wright, 2012; UMI, 2006; Gerberich et al., 1998). 

2.7.5 Physical Environments 

There are other factors affecting health issues, found in the environment, pinpointed for 

example by the Australian Indigenous HealthInfoNet (2008). These factors were a 

lowering in the quality of the water supply and that households could be more crowded; 

these factors were found to affect how disease was controlled in rural areas. Other 

factors were a lack of adequate facilities to treat waste water, being exposed to 

chemicals used for agricultural production, and roads being inadequately paved; these 

were thought to be concerns for the environment of those inhabiting rural areas 

(Velasquez et al., 2016; Department of Family and Community Services, 2003; World 

Health Organization, 2009) as shown in figure 2.8. 
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Figure 2.8: Populations living in urban and rural areas that do and do-not have improved 

sanitary facilities 1990, 2004 and 2015 (World Health Organization WHO, 2006). 

2.7.6 Healthcare Provision for Rural Populations 

Rural inhabitants experience inferior health status and greater needs for primary 

healthcare facilities. Despite this they receive a lower level of healthcare services, and 

have more difficulty in accessing them than urban inhabitants (Ll ywodrath Cymru 

Welsh Government, 2011; NHS, 2007; Godden, 2005). In the 1990s the Chinese 

government spent only 20% of its health budget in rural areas, despite them making up 

70% of the population (Claeson, 2004). Rural inhabitants generally live further away 

from one another, and in smaller groups, than in urban areas. This is a likely factor in 

the end result of rural areas offering lower standards of healthcare provision than can be 

found in cities (Wang et al., 2011). For instance, in the US between 1981 and 1989, 237 

hospitals in rural areas were shut down (7.8%) (Ricketts and Heaphy, 2000; Herdman et 

al., 2002). In rural communities in Canada, the inhabitants have access to only half as 

many doctors as those living in urban areas (only 1 per 1,000) and on top of this they 

need to travel on average five times as far to see a doctor (10km) (Edward et al., 2005; 

Tough et al., 2008; Kulig and Williams, 2011). 

There has been an increasing number of hospitals closing down in rural areas in 

developing countries; resulting in reductions in levels of primary healthcare being 

available and necessitating increasing distances that need to be travelled in order to 

access that care; these issues though are not the only ones affecting healthcare 

accessibility in remote and rural areas. Other issues that have evoked concern have been 
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the specialisation of services, emergency treatments, ambulatory healthcare and the 

general quality of healthcare on offer (Hundt et al., 2012; Hasna et al., 2010). Each one 

of these may inadvertently have an impact on the healthcare of those living in rural 

areas. Haselth and Ryser (2006) studied specialised healthcare services in selected rural 

areas of Canada between 1998 and 2005, including social workers, dentists and dental 

surgeons, and found that these services had all suffered reductions. Additionally, only a 

third of these locations offered services for testing blood and urine, 40% offered 

ambulatory services and of the 19 institutions studied, only one offered neo-natal 

services. Though the rural population is aging, owing in great part to migration of the 

youth to urban areas, elderly care services have gone down to 21.1% in 2005, from 

28.7% in 1998 (Haselth and Ryser ,2006). 

It is evident in that rural areas, the provision of healthcare services is plagued by a 

considerable number of obstacles. For the most part the major causes of these problems 

have been the issues of isolation, long distances and populations that are heavily 

dispersed (Llywodrath Cymru Welsh Government, 2011; Weller, 2005; World Health 

Organization, 2010; Kerr et al., 2004). Because of these issues, there have been 

problems in employing healthcare professionals with the necessary skills and training. 

In Sub-Saharan Africa, the urban areas are generally more prosperous and thus home to 

the healthcare professionals with the best skills and training. A good example of this 

would be Zambia where urban areas possess five times as many nurses and twenty 

times as many doctors as rural areas. Malawi has 96.6% of its doctors working in 

healthcare facilities in urban areas, while 86.9% are rural inhabitants. There are 420 

thousand people per midwife in Burkina Faso in its poorer areas, compared to one per 

8,000 in richer areas. There are many rural areas that have no doctors, nurses or 

midwives at all to bring healthcare services to the people that are most in need of it 

(Liese and Dussault, 2004; Kawooya, 2012). 

Because of these challenges there have been various innovations in the delivery of 

healthcare services to those living in rural areas; these include using phone connections 

for having a medical consultation, grants to help with travel expenses and E-health 

programmes such as mobile units promoting prevention and treatment of illness (Vo et 

al., 2011; Kuehn, 2016). In addition to this efforts have been made to bring more 

healthcare professionals to work in rural healthcare by offering incentives to work there. 

Examples of this are improved financial packages offered to those working in rural 
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practices and an increase in the amount of medical students recruited from rural areas 

(National Rural Health Association, 2012). 

2.8 Implications for this Study 

In the case of Libya, ICT it is seen as more and more necessary for supporting 

healthcare services. Currently, there are very substantial amounts of money being 

invested in improving the national and international network of fibre-optic cables and 

broadband connections. June 2010 saw the first terabit international fibre-optic cable 

arrive in Libya and the government has also announced it will invest 10 billion 

American Dollars in ICT infrastructure until 2020 (This was true at the time of writing 

in 2012). All of this points toward Libya becoming a nation of people with the capacity 

to access the internet easily, while already widely communicating via telephone. The 

infrastructure is rapidly developing to allow the implementation of E-health systems in 

rural medical centres, as well as urban medical centres (Business Wire, 2012). 

One of the biggest hospitals in Libya is the Benghazi Medical Centre (BMC), which has 

a capacity of 1200 beds. The BMC caters for all medical problems, whether for 

outpatients or inpatients, and does its best to provide the highest possible levels of 

healthcare for the inhabitants of Eastern Libya by abiding by international standards that 

support modern IT. In the last twelve months the BMC serviced over 25,000 patients 

(NEXUS, 2010). The BMC has collaborated with a management company from France 

called Denos in order to gain French certification (NEXUS, 2010). 

Through a selection process involving international companies, in November 2010, the 

German company Nexus was given the contract for implementing a Health Information 

System at the BMC. The reason for selecting Nexus was because its system was 

functional and user-friendly and because the desired modules had been broadly covered 

and integrated; ranging from registering to radiology management. The implementation 

of Nexusôs Health Information System will be carried out in two steps and a French 

company called Ideal Medical Products Engineering (IMPE) will be cooperating and 

providing up-to-date technology and medical equipment to BMC (NEXUS, 2010). 

The Benghazi Medical Centre is now focusing upon developing electronic health 

records (EHRs) for its patients for enhancing the medical treatments it can offer to its 

patients (NEXUS, 2010).  
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In Libya, establishing the Health Information and Documentation Centre (HIDC) for 

coordinating, collecting and reporting about healthcare data has been a big step in 

developing a national healthcare Information System (WHO, 2010). The General 

Peopleôs Committee for Health and Environment (GPCHE) deals with healthcare 

information and its responsibilities include the collection of healthcare data from 

healthcare institutions, to issue statistical reports on the nationôs health, to conduct 

surveys on health, regular updating and dissemination of health indicators and to train 

healthcare professionals about how to classify statistics and diseases to an international 

standard.  

The GPCHE serves the wishes of the Libyan government, while collecting, processing 

and disseminating data about vital statistics and socio-economic/demographic indicators 

of importance and serves as a centralised information storage point for all areas of 

development. The HIDC publish a report annually with up-to-date trends and indicators 

in partnership with the registration offices. 

The Libyan Board of Medical Specialisations Library, and medical college libraries also 

provide information regarding healthcare and medical literature services and get their 

funding from national institutions. A majority of these libraries allow users to use 

Medline through use of a CD-ROM. 

Libya will be utilised in the present research study in order to conduct an exploration of 

the readiness of rural and urban healthcare institutions for the implementation of E-

health services and other healthcare factors that need to be taken into account when a 

healthcare IS is planned. The research shall be based upon both the study of healthcare 

systems that have been developed in developing and developed nations and by 

interviewing and surveying Libyan doctors, ward assistants, nurses and administrators. 

2.9 Chapter Summary 

The focus of this chapter was E-health-related aspects of the research study, more 

specifically, definitions of E-health and goals, the benefits and drawbacks of using E-

health, barriers to implementation, security and privacy issues around healthcare 

information, pre-requisite requirements for initiatives in E-health, the evolution of the 

requirements for health information systems, EHRs, E-prescription and the advantages 

it brings, and telehealth and telemedicine healthcare service systems. These sections of 

the literature review covered different aspects of E-health frameworks and the 
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advantages offered by them. These were used as a basis for developing the provincial E-

health framework introduced in Chapter Six. 

Lastly, this chapter gave an overview of some of the typical features of healthcare needs 

of rural and urban populations, and showed how disadvantaged rural populations are 

when it comes to access to healthcare services, because of the way their environment is 

structured and its composition. 

The following chapter presents those parts of the literature review that focus upon the 

Libyan National Health Service, and the theories that have been used to apply the E-

health readiness assessment and the most important criteria for implementing an E-

health system. 
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Models and Frameworks for Assessing for E-health 

Systems Readiness 
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3.1 Introduction  

The focus of this chapter is approaches that have been used for applying E-health 

readiness assessment (Jennett et al., 2005; Chan et al., 2010; Overhage, et al., 2005; Li, 

2010; Oliver, et al., 2004). Providing a strong theoretical background for this topic 

accords with Li (2010), whose contention is that the use of theories for understanding 

how a society works is a key part of being able to offer a practical solution to any 

problems that might occur.  

 

For the purpose of this research study, the term ñhealth technologiesò refer to: (1) 

medical equipment such as imaging devices and in vitro diagnostics. etc, and (2) E-

health system which refers to the use of ICT in support of healthcare services. Health 

technologies have the potential to improve lives.  

  

The most important aspects of introducing an E-health system are: (1) technological 

innovation and (2) implementation. The assessment of the readiness of health systems 

for E-health introduction is determined almost entirely by these two factors, with the 

level of innovation required depending upon the needs of those funding it, those that 

will need to operate it, and those managing it at the planning and operational stages. 

Innovative solutions are required to ensure that scarce resources are used in the most 

appropriate ways in order to ensure that the changes needed are met and the new 

healthcare systems work most efficiently and effectively. 

 

The required level of innovation can be determined by studying implementations that 

have previously occurred or are occurring in other nations, to see what has been 

successful and unsuccessful, to learn from this information, and to tailor the 

implementation to the criteria that presently exist in the system being looked at. 

 

Once a plan of action has been approved at all levels and the funding has been 

guaranteed then implementation can proceed, though it will need constant assessment to 

see what is working and what appears to be going wrong. It would of course be 

beneficial to employ staff who have previous experience of E-health implementations, 

in order to give guidance about what needs to be done at key points in the 

transformation.  
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In consideration of the research objectives for this study, this chapter will examine 

productivity and service quality in the provision of healthcare. It will focus on how 

Health Technology Assessment (HTA) has evolved and how it is defined and it will 

examine conceptual frameworks of assessment models, different sorts of E-health 

assessment models in use in healthcare services and a definition of E-health readiness 

assessment. Furthermore, this chapter will look at: identifying E-health readiness 

assessments; E-health readiness assessment models being used currently in developing 

countries; and communities involved in E-health readiness assessments. The discussions 

on these subjects in detail will be in this order: 

¶ Quality Criteria in Healthcare; 

¶ Technology Assessment (TA) in Developing Countries; 

¶ The Evolution of Technology Assessment (TA) and Health Technology 

Assessment (HTA); 

¶ A conceptual Framework for Assessment Models; 

¶ HTA and E-health Readiness Assessment; 

¶ Review of E-Readiness Assessment Models for Healthcare Services; 

¶ Rural e-Healthcare Readiness Assessment (ReHRA) Model; 

¶ Identifying the components of E-health Readiness Assessment; 

¶ The Involvement of Community in E-health Readiness Assessment; 

¶ The E-health Maturity Model in E-health Readiness Assessment; 

¶ The Interoperability of the Healthcare Systems. 

 

3.2 Quality Criteria i n Healthcare  

The quality of healthcare is has often been the subject of debates regarding public 

policy. The challenging thing about having a debate about the quality of hospitals is that 

every stakeholder will have their own personal definition of what it means. A summary 

of different viewpoints about hospital quality by Hottum et al. (2011, pp. 1-6) is as 

follows: 

¶ For a clinician, quality is connected to medical outcomes; 

¶ The head of a hospital might well define quality as: there being no adverse 

publicity, a bigger share of the market, and a quality assessment programme that 

is well established; 
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¶ To doctors or professional healthcare organisations, quality is something that is 

assessed in reviews of healthcare providers; 

¶ The view of a reviewer would be that quality equates to conforming to 

accreditation standards and goals; 

¶ To a marketing person, quality is about satisfied customers; 

¶ For insurers or health plan purchasers, the idea of quality could equate to cost 

effectiveness and utilising resources that are measured by a standard. 

According to Nicholson (2013, pp. 13-14), the three interpretations below express three 

dimensions of quality that are required for the provision of better service: 

¶ Clinical effectiveness: when the needs of a patient are examined and healthcare 

provision is based around this evidence; 

¶ Safety:  when everything is done that is possible to not harm the patient in any 

way; 

¶ Patient experience: when a patient is treated as well as possible to aid their 

recovery and their desires are also taken into consideration, then this is quality 

care. 

Figure 3.1 illustrates the three points that have been explained above, divided into five 

domains, with three main categories. 

 

Figure 3.1: The NHS outcomes approach (NHS England, 2015). 

Other researchers talk about quality more from a business perspective, using terms such 

as company output (in the healthcare context the quantity of services produced in a 

given time period by a healthcare provider), company input (in the healthcare context 
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the quantity of services provided in a given time period by a healthcare provider), 

customer output (in the healthcare context the number of patient treated in a given time 

period by a healthcare provider), and customer input (in the healthcare context the 

number of patient used the service of a healthcare provider in a given time period). For 

example, Case (2002) takes a marketing viewpoint about quality, saying service quality 

is about judgements or attitudes that relate to general service superiority. The two 

hospital output qualities are process and clinical quality (Hardie et al., 2011; Massey, 

2012). 

 

There are several ways in which the perception of the service quality that is accredited 

to public medical services can be enhanced. For instance, physical facilities can be 

redesigned and upgraded. Also, patients can be provided with additional information, 

and the organisational culture could be improved (Manhi, 2011). Burnham (2009) 

explains that service quality levels can be increased through the provision of more 

quality consistently over a period of time, and through a reduction in customer input and 

an increase in company input. There is then an implication that customers and 

companies co-produce quality healthcare service. Since a healthcare service is co-

produced, the companiesô and the customersô perspectives on quality ought to be 

influential in the organisationôs output. Johnston and Kong (2011) give as a general 

definition of customer output: profit, market share, satisfaction, service performance 

and sales output. Serra et al. (2010) though states that the motivation of profit is not as 

relevant in the public sector and therefore, it is not possible to use it as a dominant 

determining factor for the output of the company. Francoisôs (2000) view is that quality 

is high if company output frees up scarce resources and the number of patients receiving 

treatment is high. 

 

In the context of this research, service quality relates to global judgements or attitudes 

that relate to the superiority of a service. 

 

This section looked at quality of healthcare and the following section will examine 

Technology Assessment (TA) in developing nations and technology that has been 

successful and unsuccessful there.  
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3.3 The need to Assess Technology for Developing Countries  

There has been much less TA (for definition see following section) carried out in 

developing nations than in developed nations, and this has generally been to advise 

charity or government projects, such as dams or agricultural schemes (Ely et al., 2014). 

 

As an example of what happens if technology assessment is not carried out, in the 1970s 

aid workers attempted to help African villages by giving them cookers that could use 

the sun to cook their food, saving them the cost of fuel. They did not though reckon on 

the preference of the villagers to cook during the evening when the sun had gone down, 

so the technology did not get used (Daim et al., 2011). This confirms the belief, known 

for some time, that if technology is introduced without some foreknowledge of a 

culture, then technological introductions can be doomed to fail. Since such disastrous 

attempts to introduce technology took place, a new approach has been to meet with 

villagers to discuss what might be a good idea and what people feel would most likely 

be a failure, embracing an approach that encourages the participation of recipients 

(Byrne, 2009; Kusekwa, 2011).     

 

Another example is when mosquito nets were given out in Africa to help control 

malaria. Unfortunately, the locals equated the nets with the cloth laid over bodies when 

they are buried in that community, though the problem was solved by simply dying the 

nets (Eisele et al., 2011; Burke and Friedman, 2011). The trend toward TA and 

encouraging the participation of recipients has resulted in saving much funding for aid 

projects, instead of wasting inappropriate technology where it is unlikely to succeed. 

There is though, scope to include recipients even more in the future by investigating 

what technology can improve their lives. 

 

After reviewing the TA literature, it will be necessary to become more specific and 

narrow down the parameters of what is required for developing a readiness framework 

for the LNHS. The following section will focus on how Health Technology Assessment 

(HTA) originated and the ways in which it has developed until the present. 

 

3.4 The Evolution of TA and HTA  

TA is a practice that attempts to predict and analyse what effects technology will have 

socially, environmentally and economically and strives to give those making decisions 

some idea of the effects different decisions might have; its purpose is to show what 



 

80 
 

effect might occur in order to have as few negative consequences as possible (Ely, 

Zwanenberg and Stirling, 2011). 

 

The expression óTechnology Assessmentô (TA) was first used in 1965 by the US 

Committee on Science and Astronautics in the context of helping policy makers to make 

more informed decisions (Goodman, 2014; Fox, 2010; Elman, 2014; Goodman, 2004). 

Goodman (2014) explains though that accurate technical information required by the 

policy makers was not available in the right form. Policy makers were therefore unable 

to judge how good a technology program was, or what consequences its utilisation 

might have. This meant that policy makers took into account what consequences there 

might be socially, economically and legally, but not technically. Goodman (2004) 

explains that the US Congress helped develop TA as it would prove of great use to 

policy makers. Because of these developments the Congressional Office of Technology 

Assessment (OTA) began its work in 1974 (Elman, 2014).  

 

After the OTA was established, TA helped the US Congress to make decisions more 

effectively, thus serving the public. Though TA benefitted the decision makers in 

Congress, there were several private institutions that had other intentions (Goodman, 

2014). There were several private companies that utilised TA to aid their organisations 

in competing in business and with decision making within the organisation. Taylor 

(2009) stated that TA was required in the private sector for providing information for 

the process of decision making and technical designs. Longlett et al. (2001, pp. 141-

147) said that the following steps can be taken for carrying out analytical assessments: 

¶ Analyse the impact of the technology in accordance with specific sets of 

dimensions;  

¶ Define the assessment's nature and scope; 

¶ Produce a conclusion and recommendations;  

¶ Collect data. 

Longlett et al. (2001) explained that fresh methods were emerging after analytical 

technology assessments had been introduced, including repeating the processes 

mentioned above and allowing for alternative processes. Introducing iteration means 

that processes or activities might need to be repeated for correcting previous outputs and 

for gaining fresh insights. 
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Health Technology Assessment (HTA) evolved from TA. Shirley et al. (2001) have 

emphasised that methods of technology assessment need adaptations for specific 

domains such as HTA. HTA was introduced around the same time as technology 

assessment was being developed, prompting a lot of public interest (Goodman, 2004; 

Elman, 2014). This acted as a catalyst for researchers to make definitions of HTA. 

Some of these are examined in the following paragraphs. 

 

One definition of HTA is that it is a structured analysis of health technology to provide 

information for making policy decisions (Garrido et al., 2008; Taylor, 2009). Another 

definition of HTA is as a research-based practical assessment of appropriate knowledge 

about what consequences a technology will have (Have et al., 2013; Banta, 2009; Ely, 

Zwanenberg and Stirling, 2011). Saarni (2008) gives a definition of HTA as systematic 

evaluations regarding the effect or impact of health technologies. Giovagnoni et al. 

(2009) explain that HTA is an expanding field that concerns the multidisciplinary 

evaluation of clinical data, as regards how safe and efficient it is and the economic 

impact of its purchase. Giovagnoni et al. (2009) further state that the term healthcare 

technology also encompasses drugs, medical devices and surgeries used for healthcare, 

as well as support and organisational services in healthcare.  

 

The definition of HTA that will be utilised in the context of this research is as follows:  

 

it is a technique for systematically evaluating supporting systems (healthcare IT 

systems) within healthcare institutions.  

 

Having covered briefly how HTA evolved and a few definitions of it, from the point of 

HTA we recognize that a óone size fits allô approach to implementing E-health systems 

as national or local systems is not recommended for the LNHS. Therefore, it is 

necessary to develop a new E-health framework to investigate the technological, 

political, social, cultural and medical issues that need to be considered when 

implementing a national E-health system. The following section will review how the 

healthcare services in Libya will be assessed. The conceptual framework for this 

assessment was used for guiding the research intentions. 
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3.5 A Conceptual Framework for Assessment Models 

Turner et al. (2009) define evaluation as the measurement or exploration of a systemôs 

properties, during project development, planning, implementation or operation, used for 

informing decision making concerning that specific project in a particular context. 

Hanney et al. (2007) have pointed out four generic frameworks that they consider to be 

the most useful for evaluating systems and programs (including HTA). The basis of the 

framework developed in this thesis is Merrillôs (2008) classifications of 22 evaluation 

approaches. Merrill (2008) has defined program evaluation as being designed and 

carried out for assisting an audience in assessing the merit or worth of an objective. 

Preskill and Russ-Eft (2005) have identified the following four different categories: 

¶ Social agenda or advocacy approach: the focus of this category of evaluation 

is to make a difference to society. This evaluationôs fundamental objective is 

ensuring that all parts of society can access education, healthcare and other 

social services equally. Each stakeholder enjoys equally intense involvement in 

collecting, designing and interpreting the findings. Unlike the previous 

definitions, this approach avoids the idea of pinpointing correct answers and 

uses the postmodernist philosophy, stressing moral relativity, multiple realities 

and cultural pluralism; 

¶ Pseudo-evaluation: this evaluation promotes positive or negative views despite 

what the real facts and values are; it is a political-oriented approach. It refers to 

evaluations that have not been completely carried out or have invalid findings; 

commonly found being used in politics and public relations; 

¶ Improvement-oriented approach: this category accentuates how 

comprehensive a programmeôs merit and worth is. It examines relevant 

economic and technical criteria for evaluating a programmeôs planning and 

operation. It also examines relevant outcomes; 

¶ Question and method-oriented approach: in general this category is used for 

addressing questions specifically or is based around particular methods, 

including experimental, accountability and program theory and case study 

benefit cost-based evaluation. 

The meaning of this is that intentions for performing an evaluation in healthcare can 

differ. HTA can be carried out prospectively or retrospectively. The principles of 
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carrying out TA that were set out in 1965 founded contemporary HTA approaches. In 

contemporary healthcare HTA can be performed in technology innovation, either in the 

pre or post-implementation phases. Both terms are essential in an E-health readiness 

assessment and shall therefore be explained in more depth. 

 

In contemporary healthcare, post-implementation in terms of technology innovation 

means assessing an E-health system sometime after it has been implemented (Cruz-

Cunha et al., 2013). Post-implementation is carried out to (1) ascertain the success of 

the E-health system implemented; (2) examine the efficiency and effectiveness of all 

parts of the implemented E-health system; (3) learn lessons from the implemented E-

health system to improve future projects and the current system. 

 

Pre-implementation implies the E-health system has not yet been delivered. Li, (2010) 

states that performing an E-health readiness assessment before the implementation is 

necessary for assessing how successful it is likely to be, as well as its likely value and 

merit. Lorenzi, (2009, pp 1-13) points out that performing a pre-implementation 

evaluation aims to provide direction when carrying out decision making regarding 

subsequent developments or implementing tasks. In the planning and pre-

implementation stages, evaluating E-health systems ought to cover:  

¶ Elements that might pose a risk: assess if there are factors existing 

externally that the organisation cannot control that might pose a large risk 

factor for the project; 

¶ Feasibility: assess what is required in the organisation for implementing the 

solution chosen; 

¶ Relevance: assess if the solution has sufficient level of ability for solving the 

problems experienced at present and meeting the organisationsô needs; 

¶ Problematic areas: seek out and identify weaknesses and areas that may 

pose a risk within any solutions proposed; 

¶ Completeness and consistency: assess whether any proposed solutions are 

coherent and are not under or oversized. 

There are several methods that can be utilised for making evaluations, for instance (1) 

balanced scorecards (Bisbe and Barrube, 2012; Zelman et al., 2003; Santiago, 1999; 
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Pink et al., 2001), (2) field studies (Venkatesh et al., 2011; McNair, 2006; Talmon et al., 

2009), (3) focus group interviews, (4) organisational readiness assessments (McNair, 

2006), and others. 

 

E-health readiness assessments for healthcare institutions can be used to identify 

problems that could potentially cause failures to occur (thus allowing healthcare 

institutions to innovate) and are categorised as organisational readiness assessments 

(Turner et al., 2009; Kristensen et al., 2009). In the next section, definitions of E-health 

readiness assessments will be explored and the different stages that need to be reached 

in order to know that a system is ready to embrace E-health implementation. 

 

3.6 Health Technology Assessment and E-health Readiness Assessments  

Technology readiness assessment refers to assessing the state of readiness to embrace 

and use technologies, and (2) the likelihood that the new technologies can be 

successfully implemented in a way that achieves the organisationôs immediate goals and 

serves its longer-term needs (Li, 2010). Khoja et al. (2007) define E-health readiness as 

"the extent to which a community is willing to take part in and be successful in, 

adopting E-health technology". Salleh et al. (2011) state that the idea of óreadinessô for 

implementing technology is utilised as a shorthand term covering a range of 

organisational dimensions.  

 

Adapting to an innovation is essentially adapting to change and thus must be looked at 

with innovation adoption and change management in mind (Khoja et al., 2008). Khoja 

et al. (2008) have indicated that adopting innovation and changing, when used as 

precursors for readiness in healthcare institutions, can be seen as ideas, practices or 

objectives, as viewed by individuals, groups or organisations. Jennett et al. (2005) state 

that change has often been represented as passing through three different phases; 

unfreeze, move, and refreeze (see Figure 3.2). The unfreeze phase leads to a reduction 

in factors that balance, the move phase creates fresh sets of behaviours and outlooks, 

while the refreeze phase leads to a new culture being reinforced. Mutihac (2010) views 

the three phases as the current, transition and future states and adds further levels of 

detail as illustrated in Figure 3.2. 
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Figure 3.2: Three augmented three-step model (Mutihac, 2010). 

 

Additionally, for Prochaska and Diclemente (2014) change needs an iterative spiral 

approach and extra dimensions therefore need to be added to the three-step model. They 

have created two additional phases prior to the unfreeze phase, these being the phases of 

contemplation and pre-contemplation. The phase of pre-contemplation is the state in 

which there are no thoughts of change within a community and there is a lack of 

awareness that change is a possibility or there are no intentions to change; the 

contemplation stage is where thoughts regarding change begin to emerge (Perry, 2016). 

This will lead on to the preparation stage; the beginning of planning for changes.  

 

For Mutihac (2010), readiness is an idea involving the earlier aspects of change, the 

time between being in a frozen status quo and becoming unfrozen, in other words a 

community moving from the pre-contemplation to the contemplation and preparing 

phases (Prochaska and Diclemente, 2014), plus developing a social environment 

beneficial for diffusing and infusing innovations (Vopava, 2016; Rogers, 1995; 

Ramdhany, 2012). Kidwell (1996), when researching diffusion of innovation, concluded 

that when social groups adopted technology, their choices were heavily influenced by 

how useful the technology was to them and if it was valued. This implies that readiness 

is a vital and preliminary step in successfully adopting an innovation. For Li et al. 

(2009) readiness assessment needs to look at recognisable signs of behaviour that 

indicate either resistance to or support for, change. Models for processing social 

information have suggested that the readiness of an individual to accept innovation 

could be influenced by the readiness of other people (Weiner, 2009). This could be why 

change agents and champions are so important (Jennett et al., 2005; Li et al., 2009; 
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Salleh et al., 2011). Khoja et al. (2007) stated that ñwhen readiness is created it must 

include number of attempts to influence beliefs, attitudes, intentions, and behaviours of 

those participating in change, these attempts are carried out by the change agentsò. 

 

In spite of change agents and champions contributing in a positive way to peopleôs 

readiness being shaped, the idea of readiness has been given a limited amount of 

attention in the literature on general organisational change (Suchan, 2008; Pare et al., 

2011). Because evidence is emerging about new E-health systems failing, it is very 

important for organisations to be able to gauge their readiness for the implementation of 

new IT systems. In the USA healthcare organisations have experienced failure rates of 

about 50% while implementing new IT systems (Rahimi et al., 2008). Vretveit et al. 

(2007) argue that the main reason for these high failure rates is the broader 

organisational risks of clinical innovation that have not been assessed enough. Their 

research has suggested that important ways of identifying risks in innovating new 

clinical systems are assessing a healthcare institutionôs readiness for the introduction of 

new IT systems (Vretveit et al., 2007).   

 

The paragraphs above have shown how important it is to carry out readiness 

assessments of healthcare institutions before implementing new IT systems. The 

following section will focus on which sorts of electronic readiness assessment models 

are employed for assessing healthcare institutions. This will aid in assisting the 

researcher in constructing an E-health readiness assessment. 

 

3.7 Review of E-Readiness Assessment Models for Healthcare Services  

Chapter 2 reviewed E-health systems, how they might benefit a population in a 

developing country and chapter 3 is reviewing how the readiness of that country might 

be evaluated. There are many factors determining the readiness of a country for the 

implementation of E-health systems, so it was a rewarding task to investigate the 

findings of previous research. 

  

The literature review in this research study was carried out using the following online 

databases: Brighton University resource, Science Direct, Google Scholar, IEEE, 

PubMed, National Centre for Biotechnology, Interactive Journal of Medical Research, 

Libyan Journal of Medicine, various resources available from the LNHS, and existing 

reports available from the investigated hospitals and clinics. Searches were made in 
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both Arabic and English languages for relevant articles about the implementation of E-

health systems in developed and developing countries. The literature search was 

conducted by using keywords such as ñE-health, rural and urban infrastructure, 

Telemedicine and Telehealth, health information technology, E-health readiness 

assessment, information and communication technology, E-health in low and middle 

income countries, challenges of implementing of E-health, success and failureò. The 

search was restricted to research journal, book chapters, reports, and conference 

proceedings, excluding duplicate publications. The primary search was carried out 

between 2011 and early of 2016, and was updated between September and October 

2016. Though assessments had already been made of several countries, none had yet 

been carried out in Libya. This literature review will give some examples of relevant 

research discovered during the search made. Then the researcher expanded on how 

these frameworks will be utilised in this assessment to assess the readiness of the LNHS 

for the implementation of E-health systems. There was though a limited amount of 

formal articles on this subject about developing countries, so a search was made on 

many resources to find any recent research carried out on assessing the readiness of 

developing countries for E-health implementation. 

 

There are several case studies whose goal has been to rate nations using a variety of 

measures for indicating E-readiness. Depending upon what underlying aims they have, 

models and tools that are used for assessing can mostly be grouped into three principal 

categories, these being (Ojo et al., 2007):  

 

1. E-society readiness assessment models; 

2. E-systems readiness assessment models;  

3. E-economy readiness assessment models. 

 

An E-society readiness assessment model focuses on how able society as a whole is to 

be benefited by using ICT in the workplace and in peopleôs personal lives. An E-

systems readiness assessment model examines underlying technological structures that 

are required by E-economy and E-society. E-economy readiness assessment models 

focus upon simple infrastructures and how prepared countries are to develop ICT for 

enabling economic activity to enhance their growth economically. 
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Several researchers have made a critique of these particular models (Justice, 2012; Ojo 

et al., 2007). There are not very many models and tools presently available for making 

E-readiness assessments. Each of the tools or models for carrying out assessments 

defines E-readiness differently, and they all have different goals. The first generation of 

E-readiness assessment models assumed that the same requirements would apply in all 

cases, no matter how much a country differed from other countries, what investment 

was needed, or what a particular application needed. There are a lot of E-readiness 

models that give little away about the construction of their indices, and how to adjust 

them for analysing specific E-opportunities. The methodology or any details regarding 

how assessments are carried out are rarely available to the public and there are generally 

just single standard values and views provided. Because the methodologies can be 

ambiguous at times, basing analyses and results on them is challenging. Because there is 

a prevalent one-size-fits-all attitude, the differences that are required by, say, a policy 

analyst on the hand and an investor on the other, for reducing uncertainties, or making 

educated decisions, are obscured. Another pitfall of early E-readiness assessment 

models was that they are too focused on generalised measures in a country, and pay 

little attention to the specialised requirements of communities in rural areas. It is the 

opinion of the present researcher that when attempting to make an assessment of a 

nationôs E-readiness, rural communities need to receive particular attention regarding 

the unequal distribution of health provision between rural and urban areas. Addressing 

the digital divide between rural and urban areas must receive a particularly strong 

emphasis in favour of rural communities in order to address the imbalance. 

 

In recent times there have been tools created for assessing E-readiness that focus upon 

healthcare in rural communities (Ghazisaeidi et al., 2014; Gholamhosseini and 

Ayatollahi, 2016; Jennett et al., 2003; Rezai-Rad et al., 2012; Ojo et al., 2006). 

Additionally, some researchers are looking at E-health readiness assessments as being 

of importance before implementations of E-health systems are carried out (Jennett, 

Gagnon and Brandstadt, 2005). As previously mentioned, E-health readiness assessment 

frameworks currently being used are predominantly developed for use in developed 

nations. This means that because these parts of the world differ so much from 

developing countries, it is always possible that an E-health readiness assessment tool 

might not be appropriate for the country in which it is being used. Additionally, the 

tools and models are generally designed for adopting telehealth technology so they have 
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limitations when being used for making assessments for adopting E-health systems. 

Therefore, it is necessary that developing nations get assessed by frameworks 

specifically designed to suit their needs to see if they are ready for E-health 

implementation. 

Blaya et al. (2010) systematically reviewed cases where E-health technology had been 

used and evaluated, in developing nations. They found that if a system improved 

communications between healthcare institutions, assisted in the management and 

ordering of medications and helped in monitoring patients that might abandon their care 

plan, then it was considered promising. They found the systems were effective at 

evaluating personal electronic assistants and mobile apparatus as they improved the 

collection of data in regards to quality and time taken.  

There are numerous articles available describing the endeavours of researchers to 

perform such assessments. The ones that seemed most relevant to this research were as 

follows: firstly Rahimi (2008) found there to be no standard framework available for 

evaluating what effect implementing an ICT based application had upon healthcare, thus 

rendering the act of comparing results internationally as yet impossible. Rahimi (2008) 

states that studies should be made to gauge the effect that implementing ICT-based 

systems has on healthcare, while evidence-based healthcare informatics can be used to 

decide if such systems would be beneficial. Despite massive amounts of money being 

invested in Health Information Systems (HIS), there is as yet no conclusive evidence 

available as to their benefit. Ludwick (2009) stated that they found it worrying that they 

could not find any articles that reviewed the ways in which HISs were beneficial or 

detrimental to the healthcare needs of patients and that this ought to be of concern to 

those responsible for the adoption of such systems. Black et al. (2011) undertook 

extensive research, and came to the same conclusion. They found there to be a big 

difference between the advantages and benefits claimed for E-health systems and the 

empirical evidence available. They said that there have been very few comprehensive 

studies carried out on the risks involved in implementing E-health systems, and how 

cost effective they are remains as yet unclear. 

There is a growing number of governments worldwide carrying out massive 

programmes to implement E-health systems in their healthcare services. However, an 

array of failings have already occurred that have compromised patient safety, ranging 
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from badly developed HISs causing errors in prescriptions to cyber criminals accessing 

EPRs to steal sensitive data (Wermeling, 2015). Wermeling (2015) point out that 

another way in which E-health can lead to a drop in patient healthcare levels is if it 

diverts funds from basic healthcare equipment. 

Hansen et al. (2016) showed in their studies of a broad range of E-health applications 

that there was conclusive evidence that ICT was beneficial in basic healthcare 

environments. They found benefits ranging from reduced costs to improved quality 

levels and increased accessibility for users to healthcare. The information that they 

gathered from 10 places around Europe indicated without a doubt that E-health has a 

positive effect, leading to substantial benefits. Lau et al. (2011) advised not postponing 

innovation, but to introduce it in carefully planned stages; not to take big leaps into the 

dark, but to use guidance gleaned from the experience of those that have already 

implemented E-health systems. The testing of the effectiveness of the E-health systems 

was carried out by Ehealth IMPACT by developing a generic methodology for 

economically evaluating E-health applications. It was found that once the 

developmental and implementation stages were complete, then the benefits rose 

annually and exceeded the costs, often significantly. The costs remained stable once the 

system was implemented, while expanding usage caused benefits to get larger annually, 

proving that E-health can help satisfy the needs of healthcare users (Lau et al., 2011). 

Chaudhry et al. (2006) carried out extensive studies on E-health systems that had been 

implemented and concluded that multifunctional systems yielded real benefits by 

increasing the delivery of care (in particular in the area of preventative medicine), 

enhancing the surveillance and monitoring of activities, reducing errors in the 

prescription of medication and decreasing the rate of utilisation for care that might 

potentially be inappropriate or redundant. Hossein (2012) looks specifically at the 

economic advantages of E-health. He cites Bloom et al. (2004) as stating that a 

population that enjoys a well developed E-health system is more likely to have higher 

levels of productivity because of increased physical energy and mental clarity 

(European Commission, 2012). 

For a developing country to develop sustainably, it is of primary importance that the 

healthcare of the population should be effectively tended to. It is not unusual in 

developing countries to find some health issues, such as infectious or pandemic 
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diseases, to be in a critical state, and for the healthcare system struggling to cope 

through insufficient healthcare resources (Watts et al., 2008). As a population suffering 

from a lack of healthcare is likely to affect the prosperity of businesses, a developing 

country is unlikely to achieve a great deal of positive development until the healthcare 

of its population is looked after effectively (Li et al., 2010). 

As successful EHRs form the basis for any successful E-health system, the readiness for 

E-health implementation can be assessed by the level of EHR development and success 

(Li et al., 2010). This was the conclusion reached by Li et al. (2010) after they had 

studied many of the frameworks that had been formulated to assess the readiness of 

developing countries for implementing E-health systems.  

A majority of studies carried out to evaluate E-health systems are made once the system 

has been implemented, as seen in the example of Irani et al. (2008). Fiksdal et al (2014) 

point out the importance of such studies for evaluating the success of an E-health 

system, though Ashish (2016) points out the need for evaluations to take place before 

the implementation of an E-health system in order to allow decisions to have a better 

sense of direction.  

Li et al. (2010) cite four main areas that need to be looked at in order to assess readiness 

for implementing an E-health system: (1) feasibility, in other words does the 

organisation possess the necessary resources; (2) the external risks involved, i.e. an 

assessment needs to be made of what external factors might threaten the projectôs 

success; (3) areas where problems may arise, i.e. to identify weaknesses in the solution 

where risks may occur; and (4) an assessment of how complete and consistent the 

solution is.  

3.7.1 Frameworks for Assessing E-health Readiness  

The main difference between framework and model is that a framework gives the 

overall structure of the research, where the model explores the researchôs specific 

methodology. The decision that was taken about which framework would best suit 

being used in the present research study, meant that this researcher had to review some 

that had been created previously. This section will give a brief overview of some of the 

frameworks that were reviewed. 
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Campbell et al. (2001) have formulated a framework for assessing the suitability of a 

healthcare system for E-health implementation by using interviews that were semi-

structured and then analysing the results. The six themes that resulted from their 

analysis were as follows: ownership, apprehension, efficacy, turf, practice context and 

time needed to learn. 

The framework created by Jennett et al. (2004) surveyed the views of patients, 

practitioners, organisations and the public through semi-structured interviews over the 

phone. They found there to be four factors involved with assessing how ready a system 

was for the implementation of E-health technology (Jennett et al., 2004):  

¶ Structural readiness which focuses on achieving an acceptable structure for 

implementing a successful E-health system; 

¶ Engagement which is the active participation of stackholders in the idea of E-

health system implementation;  

¶ Concerns about a lack of readiness which is expressed perceived lack of need or 

failure to recognise the need for change; 

¶ Core readiness which means the realisation of needs for change and express 

dissatisfaction with the current circumstances. 

Wickramasinghe et al. (2005) propose a framework that concerns itself with 

preparedness for E-health implementation by concentrating on practitioners, 

organisations and the public. Their framework allows a healthcare system to be 

analysed using a synthesis of the four major factors affecting the implementation of E-

health, showing their effects on objectives such as efficiency and preventative medicine, 

as can be seen in the diagram in Figure 3.3. 
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Figure 3.3: E-health Readiness Framework, adapted from Wickramasinghe et al. (2005). 

 

The framework put forward by Overhage et al. (2005) concentrates upon evaluating a 

systemôs readiness through the analysis of secondary data from communities applying 

to fund healthcare initiatives. Seven factors, that were determined to be of most 

importance, were statistically and subjectively analysed. Li et al. (2010) found this 

framework to be more suited for issues around the allocation of funds; therefore this 

system would be quite unsuitable for this thesis. 

Khoja et al. (2007) formulated frameworks that can evaluate whether developing 

countries are ready for E-health systems and they tested these systems in Pakistan. The 

researchers developed tools by carrying out participatory action research to document 

the opinions of partners; they reviewed tools that had already been developed and they 

developed a conceptual framework, basing it on accessible literature about what 

determines E-health accessibility. Khoja et al. (2007) then formulated different tools for 

use by healthcare providers and managers for assessing their systems for how ready 

they were for E-health implementation. This seems like a very efficient and effective 

system, but the present research will be more extensive, covering a wider range of 
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participants to create a more holistic assessment. Table 3.1 illustrate the differing 

perspectives incorporated into different E-health readiness frameworks (Li et al., 2010). 

Publication System Patient Provider Public Organisational 

Overhage et al., 

2005  
ã  ã  ã 

Demiris et al., 2004    ã   

Khoja et al., 2007    ã  ã 

Jennett et al., 2003; 

2004; 2005  
 ã ã ã ã 

Campbell et al., 

2001 
  ã   

Wickramasinghe et 

al., 2005  
  ã ã ã 

Table 3.1: Frameworksô perspectives for assessing E-health Readiness (Li et al., 2010). 

For the present work the researcher has chosen the Chan framework to assess the E-

health Readiness in Libya. The next section will include a brief summary of the Chan 

Framework. 

3.7.2 The Chan Framework 

To explain the Chan Framework quite simply, it is structured by filters used for 

imposing certain constraints and for narrowing the parameters of possible decisions. 

Chan et al. (2010) describe the framework as consisting of three factors on different 

levels: (1) empirical evidence, (2) the technology and how it is related to target patients 

and health interventions, and (3) situational factors. Chan et al. (2010) demonstrate the 

uses of this framework with the example of mobile phones used for reducing the risks 

for those suffering from cardiovascular diseases. They state though that this framework 

can be used for health interventions from many domains, exploring the viability of those 

technologies to deliver the necessary support to the target populations. For the sake of 

this thesis, the target population will be the LNHS and its stakeholders. The Chan 

Framework is different from the other frameworks because it draws upon cognitive and 

social sciences to create an improved understanding of the technological healthcare 

requirements of target populations (Yin et al., 2015; Chan et al., 2010). The diagram in 

Figure 3.4 illustrates the dynamics of the Chan Framework. 
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Figure 3.4: The 3 stages that need to be considered when selecting the appropriate 

technologies (Chan et al., 2010). 

 

The Section 3.7 has discussed several E-health readiness assessment models. Khoja et 

al. (2007), however, argue that all E-health readiness assessment models have originated 

from developed countries and therefore contain a bias. Khoja et al. (2007) also point out 

that because there are contextual differences in developing and developed countries, it is 

possible to mismatch E-health readiness models if they are adopted without properly 

adapting them.  

Chandrasekhar and Ghosh (2001) indicated that a majority of the readiness framework 

models have been created in Canada and the EU and have come from wealthy contexts 

where ICT infrastructures are well developed and support healthcare services. 

Chandrasekhar and Ghosh (2001) also point out that in developing countries with low 

incomes, which sometimes have infant mortality rates where one in seven children will 

die before the age of five and life expectancy may be as low as 48, the dominant context 

is poverty rather than wealth. The implication therefore is that appropriate models for E-

health readiness assessments in developing countries may be slightly different to those 

used for developing countries. The next section will discuss the criteria that have been 

followed to formulate dimensions for the framework for this study. 
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3.8 Identifying the Components of E-health Readiness Assessments 

Developing an E-health readiness assessment framework for the LNHS was very 

challenging. This is because a framework is produced by the analysis of a large amount 

of literature that is usually challenging to organise regarding a specific theme (Schwarz 

et al., 2007). For addressing this problem, Li et al. (2009) produced a set of criteria for 

guiding researchers for developing comprehensive frameworks in the E-health domain. 

The development of this framework has followed these criteria. 

Through the integration of components of E-health readiness frameworks that have been 

reviewed in this research study, an E-health readiness framework will be formulated 

which has five dimensions: with the Chan framework (Section 3.7.2), motivation for 

change, engagement, technical resources readiness, and societal readiness.  

Forces that Motivate Change result from evaluators realising problems and healthcare 

providers being dissatisfied with current systems for responding to epidemic. The 

performance of such an analysis for changing will help organisations to define the 

problems that they have with response systems for pandemics and to understand how 

they can meet the needs of improving their response systems for pandemics (for 

instance, sharing EHR systems) (Jennett et al., 2004). Workers in healthcare 

organisations need to be incentivised in order that their behaviour might be changed 

(Lehman et al., 2002). This could be caused by the motivational readiness assessment 

creating not just awareness within the community, but by helping individuals at 

grassroots levels to communicate openly (Jennett et al., 2004). 

Engagement is created by healthcare providers being exposed to potential E-health 

applications (Jennett et al., 2003; Campbell et al., 2001). Healthcare providers are the 

most important driving force in the push to implement an E-health initiative 

(Wickramasinghe et al., 2005). Engagement gives an opportunity for expressing how 

much they understand about how beneficial E-health would be for responding to a 

pandemic and what concerns them or what they are afraid of regarding using E-health 

technology, including showing how willing they are to make investments in training 

staff (Jennett et al., 2003; Jennett et al., 2005). 

 

A healthcare organisationôs Technical Readiness is how able the software, hardware and 

IT support network is for supporting a clinical IT innovation and the IT skills of the 
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healthcare professionals (Demiris et al., 2004; Jennett et al., 2005; Snyder-Halpern, 

2001). 

 

Technical Resources Readiness assesses an organisationôs ability to support clinical IT 

innovations. The assessments need decision makers with in-depth knowledge regarding 

the resources available in the organisation that are needed for adopting new IT systems 

and maintaining it when it is up and running (Snyder-Halpern, 2001). There are three 

main aspects to resource readiness, those being: the specific knowledge of the decision 

makers (for instance, managing IT project procurement), enough funding and policies 

that are supportive (Jennett et al., 2003; Jennett et al., 2005; Snyder-Halpern, 2001). It 

seems that certain levels of resource readiness are required for providers to become 

confident enough and comfortable enough to implement E-health systems (Jennett et al., 

2005). 

 

Societal readiness makes an assessment of an organisationôs partnerships and 

communication within it. This type of readiness is concerned with the socio-cultural 

issues regarding E-health implementation within an organisation and regards the inter-

group, inter-organisation and intra-group dynamics (Khoja et al., 2007). 

Through the integration of the components discussed above and by adapting the Chan 

Framework for the present research study, an E-health readiness framework was 

formulated for this research study. The interview and questionnaire questions were 

based around these five dimensions.  

Motivate Change dimension was used to formulate some of the interview and 

questionnaires questions to help the researcher to define the problems that the LNHS 

have with their systems, and to understand how LNHS can meet the needs of improving 

their systems.  

The interview and questionnaires questions formulated from dimension of Engagement 

were used to measure any concern about potentially negative impacts, benefits of E-

health systems and showing how willing the LNHS are to make investments in training 

staff to use new E-health system.  

Technical Resources Readiness used to evaluate the technological readiness, and make 

an assessment to the existing ICT infrastructure for supporting E-health implementation, 
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and level of IT training and supported staff, as one of the dimensions that are required to 

support successful implementation of E-health in the LNHS. To become confident 

enough to implement E-health systems the dimension of Resource Readiness was used 

to make an assessment of healthcare institutionsô non-technical capacity for supporting 

E-health implementation such as enough funds. 

 

Societal Readiness used to assess the communication link between healthcare 

institutions, and how healthcare providers in collaborate with each other, plus the 

internal communication between healthcare staff within a healthcare institution. 

This criteria was followed to formulated a framework for the present research study to 

assess the different levels of E-health readiness within the LNHS. Adapting this 

framework will ensure that the implementation of an E-health system for the LNHS will 

be successful.   

Section 3.8 looked at the criteria needed to formulate the framework for this study. The 

next section will talk about Rural e-Healthcare Readiness Assessment (ReHRA) Models 

that are already in use to support healthcare providers. 

  

3.9 Rural e-Healthcare Readiness Assessment (ReHRA) Model  

There are recently been developed models for assessing E-health readiness, that are 

focused on rural areas in developing nations. An E-health readiness assessment model 

designed for use in rural areas is the Rural e-Healthcare Readiness Assessment 

(ReHRA) Model and has been created by Ojo et al. (2007). This model has incorporated 

the Technology Acceptance and Use (TAU) Model (Kowitlawakul, 2008). Kurkinen 

(2012) explain that it has been validated theoretically and empirically most rigorously. 

Kurkinen (2012) makes the point that all IT acceptance models ought to be made up of 

two main models; those being Technology Acceptance Models (TAM) and Technology 

Motivational Models (TMM). 

 

 Kurkinen (2012) explains that TAM implies that when a user is given a new 

technology, there are two prominent factors that will have an influence on their attitudes 

about the use of that application: (1) how useful the user perceives it to be, and (2) how 

easy it will be to use. Kurkinen (2012) points out that perceived usefulness means how 

much a user has the belief that the system they are using will improve the performance 

of the job they are doing, and perceived ease of use means how much the user believes 
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that the use of a specific system will mean they have to use less effort to perform a task. 

Kurkinen (2012) explains that these factors are a key to influencing the Behavioural 

Intention for using that particular technology. 

 

Turner et al. (2010) point out that TAM ought to be measured as well as Technology 

Readiness Index (TRI). Godoe and Johansen (2012) state that Technology Readiness 

Index measure the ability of the future users to accept and make use of the new 

implemented technologies; thus a high score would suggest a population will attain high 

levels of comfort with using a particular technology. Because people are highly 

involved in the usage of healthcare technologies, Kurkinen (2012) have put TAMs into 

their ReHRA Model for use in developed nations and especially in places that are rural. 

 

Davisôs (1992) Technology Motivational Models (TMM) puts forward the proposal that 

Intrinsic Motivation (IM) and Extrinsic Motivation (EM) act as important factors in 

influencing Behavioural Intention. Turner et al. (2010) have indicated that in research 

about Technology Acceptance (TA), Behavioural Intention is normally taken as the 

dependent variable rather than actual usage; figure (3.5) illustrates TAM and TMM, and 

the integrated model resulting from combining the two models together (Turner et al., 

2010).  

 

Justice (2012) explains that the main components which ReHRA Models assess are: (1) 

Need-Change Readiness (NCR), (2) Structural Readiness (SR), (3) Engagement 

Readiness (ER), and (4) Acceptance and User Readiness (AUR). The components NCR, 

SR, and ER are adaptations from Engagement Readiness, Structural Readiness and Core 

Readiness, which were produced by The Alliance for Building Capacity (2008). 

 

This research will be using the ReHRA Model for Developing Nations for assessing 

consultations with each stakeholder in the LNHS and the communities that will be 

participating in the assessment. The TRA will be conducted using the ReHRA Model,  
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Figure 3.5: TAM and TMM, and the integrated model (Turner et al., 2010). 

 

assessing the levels of interoperability inside and between healthcare institutions when 

using the healthcare system.  

 

This section looked at Rural e-Healthcare Readiness Assessment (ReHRA) Model 

which was designed for use in rural areas to assess E-health readiness in developing 

nations. The following section shall look at community involvement in E-health 

readiness assessment and how to provide adequate involvement of target user 

communities in design processes. 

 

3.10 The Involvement of Community in E-health Readiness Assessments 

Solano-Lorente et al. (2013) have made the point that healthcare services differ from 

normal consumer services and that needing a service from a healthcare provider is 

generally seen as something negative. Even though healthcare services are needed by 

people, often to survive or improve quality of life, they are not likely to look forward to 

being vaccinated, having open heart surgery or a vasectomy. Pooler (2011) points out 

that people normally have a need for a healthcare service once their lives have become 

stressful in some way. Because it is so important to provide effective and efficient 

healthcare to maintain the wellbeing of the population, it is fitting that there should be 

more involvement from communities in the planning of improvements in these services, 

such as designing and assessing any innovations in healthcare technology. Therefore 

technology that is community orientated is essential for any implementations to be 

successful.  
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Longlett et al. (2001) explain that Community Oriented Technology Assessments are 

processes in which members of communities act as a partner in assessments. In an 

organisational setting, a community presents a unique context, thus necessitating its 

inclusion in assessment processes. Though the concept of a community is common, it is 

also complex and can be characterised by boundaries measured spatially and socially 

(Green and Haines, 2011; Al-Haydari, 2011). Humphreys and Wakerman (2008) 

explain that these are broad definitions of communities because they include healthcare 

professionals, patients with the same problems, multidisciplinary healthcare providers 

and geographically rural communities. 

 

A community can be situated in a geographical location that creates all sorts of 

challenges for design and usage. Also a community often faces more stringent 

constraints financially than businesses or government organisations, thus necessitating 

more attention being paid to TAs and developmental processes; for instance they need 

to be technically supported and receive specialised training to cater for their 

requirements (Longlett et al., 2001). Bernstein et al. (2011) also recognise that for the 

unique characteristics of a community to be addressed, the process of design and 

development of systems needs to be user-centred. Viswanathan et al. (2009) argues that 

this is a necessity for TA as a community might be a provider of input into design 

processes. The implication is that TA processes need to be established and maintained 

in partnership with communities from the start to the finish of a project for facilitating 

user centred approaches. 

 

According to Reiling, et al. (2008) and Buchannan et al. (1991) one of the biggest 

reasons for inferior designs is failing to gain adequate involvement of target-user 

communities in design processes. Thus, it is essential for there to be assessments of 

healthcare technologies carried out for a community, especially one including an E-

health readiness assessment, in order to be community centred (Rowling, 2012; Khoja 

et al., 2007; OôNeill, 2013). If appropriate partnership or training is not provided 

though, a community will not properly embrace user centred processes.  

 

In the present research community will be examined from the aspect communities based 

on place (geographical location) and communities based on shared of interest. The 

community involved includes healthcare professionals and multidisciplinary healthcare 

providers in urban and rural areas of Libya.  
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The selection of the participants was influenced by their professionôs relevance to the 

answering of the research question. Those targeted are doctors, ward assistants, nurses, 

and administrators working at healthcare institutions in Libya to examine the 

community involvement in E-health readiness assessment, and how to provide adequate 

involvement of target user communities in design processes in order to be community 

centred. 

 

This will give a clearer view of what technical support and specialised training is 

needed to cater for the communityôs requirements, and to maintain a partnership with 

the community from the start to the finish of the implementation of an E-health system. 

 

The next section presents an E-health Maturity Model in an E-health Readiness 

Assessment that will be employed to measure the data harvested from the study. 

 

3.11 The E-health Maturity Model in E -health Readiness Assessment 

It is possible to use E-health maturity models for measuring, managing and optimising 

all the parts of an E-health system, along with the healthcare system where the 

implementation occurs (Backus, 2001; WHO, 2012). Using a maturity models allows 

for the measurement of a specific domainôs capability maturity. Additionally, it 

promotes a process for making improvements that would suit an enterprise and which 

follows the best practices that are recommended for that domain (Dyk and Schutte, 

2012; WHO, 2012). 

 

There are four stages involved in the E-health Maturity Model, these being presence, 

interaction, transaction and transformation (Figure 3.6). The remainder of this section 

gives a summary of each of these phases (Dyk and Schutte, 2012; Backus, 2001). 

 

The Information phase involves setting up websites that are not interactive, but are 

designed to disseminate information. In the Interaction phase services are offered that 

are more advanced than in the presence phase. Larger quantities of information aid 

healthcare professionals in searching for content that is relevant, communicating with 

healthcare workers, participating in discussions online about cases and submitting 

opinions and what they require. Costs can potentially be cut by reducing usage of 

communication channels used traditionally, such as telephoning; interaction services  
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Figure 3.6: A maturity model for implementing an E-health system (Backus, 2001). 

 

could also be used for extending the range of and how intense communication is 

between healthcare workers, therefore increasing levels to which they are participating 

in discussions and the making of decisions. The implementation of an interactive 

service is more complicated and expensive and there might be a need for data to be 

accessed and back office and departmental systems to be integrated somewhat for it to 

work effectively.  

 

The focus of the Transaction phase is to build channels for accessing services online, 

thus enabling the whole task to be completed electronically. These services could be 

making appointments, retrieving clinical data, updating and maintaining patient records, 

requests for tests and referrals. Furthermore, using online facilities for establishing if 

specialist healthcare workers and facilities are available and ordering and delivering 

medication is possible. It is also possible to use transactional services for increasing 

how convenient and efficient interactions are between healthcare institutions, therefore 

reducing costs. Integrating with other systems could be used for streamlining processes 

and eliminating errors that have been caused by data being entered manually. 

Submissions made online are also subjected to strict legal guidelines regarding, for 

instance privacy, non-repudiation and archiving. 

 

The Transformation phase sees present workflows and processes in business being 

rationalised and redefined for taking advantage of improved delivery capacities. 

Methods traditionally used, such as users interacting face to face between various 



 

104 
 

healthcare institutions, find themselves being replaced with aggregated services that are 

more user-centric, thus isolating consumers from the many systems and services and 

presenting a view that is unified and more appropriate for users. The biggest advantages 

gained from this phase come from new types of services that are streamlined, efficient 

and joined up and are designed for suiting the preferences and requirements of the end 

user, instead of expecting them to make adjustments to ways that the operating of 

systems in healthcare institutions differ. Implementing the transformation phase makes 

use of the foundation created for the transaction phase. 

 

Section 3.11 looked at E-health Maturity Models in E-health Readiness Assessments. 

The following section will examine interoperability in E-health systems, giving 

examples that illustrate how they interoperate with one another.  

 

3.12 The Interoperability of Healthcare Systems 

It is important for there to be Interoperability in E-health systems as it delivers better 

levels of healthcare and reduces the cost of healthcare. Interoperability for example 

makes possible the coordination of chronic patientôs healthcare by helping different E-

health systems to cooperate, i.e. EHRs, medical sensor instruments that are wireless and 

Personal Health Record Systems (PHRs); allowing EHRs to have a secondary use by 

being used for clinical research; the sharing of lifelong EHRs between various 

healthcare providers (Ciampi et al., 2016). Even though creating E-health 

interoperability is rather challenging (clinical information can be very complex because 

of competing standards), there have been several successful initiatives that were carried 

out, for instance Integrating the Healthcare Enterprise (IHE) profiles and big 

deployments like the National Health Information System of Turkey (NHIS-T) (Mair et 

al., 2009; Dogac et al., 2011; NHS England, 2015) that is an infrastructure operated 

across the nation designed to help patient healthcare records to be shared. At the 

moment, 60% of university and private hospitals and 98% of public hospitals have a 

connection to NHIS-T, receiving feeds on a daily basis of the EHRs of their patients. 

The population of Turkey is 74 million, out of which 60 million have EHRs in the 

NHIS-T (Dogac et al., 2011).  

 

Another example of a project for sharing information is EPSOS (EPSOS, 2012) used to 

share documents of prescriptions and patient summaries across Europe. EPSOS is used 

for targeting people living in Europe when they travel from country to country so that 
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healthcare professionals can access their EHRs, thus allowing continuity of healthcare. 

It began in 2008 and composes 47 beneficiaries in 23 countries in Europe. 2013 will see 

it being operated fully in all the countries participating (Dogac, 2012).  

 

In the USA a point-of-care HIS is being built that will be comparable to the electronic 

banking worldwide system. By using healthcare information exchanges and 

interoperability, healthcare professionals will be able to access longitudinal medical 

records. Interoperability is one of the basic requirements that is needed in operating 

healthcare systems so that they are as beneficial for society as possible and that are 

available when adopting EHRs (Brailer, 2005). 

 

The Zettel (2008) makes the proposal of defining the interoperability of a healthcare 

system in three parts (Figure 3.7), these being: the main focus of technical 

interoperability is physically transmitting and receiving healthcare data and transporting 

it from one participating system to another; the focus of semantic interoperability is to 

ensure shared meaning is received from the partner that sends and receives. This ensures 

that there is a consistency in the meaning perceived by the receiver and sender; and the 

focus of process interoperability is on making and sharing a better experience by using 

higher-order workflow concepts.  

 

Figure 3.7: Categorisation of Interoperability (HL7EHR, 2008). 

 

Artz et al. (2007) point out that there are various interoperability models (Figure 3.8) 

that can be adopted by organisations, for instance the Centralized Model, and the 

Distributed Model. 
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Figure 3.8: Interoperability models (Artz, 2007). 

 

From those two models is the Centralised Model which uses a centralised server for 

registering, matching and de-duplicating all the records of the patients. Though data 

collection carries on behind the scenes from a variety of sources, a user can only gain 

access to suites of applications or a consolidated application on its own. Because 

applications and data are more centralised, there is a tendency for data security to 

become more straightforward. Figure 3.9 illustrates the centralised model. 

 

The Distributed Model is self-sustained for most parts, and only some connectivity is 

required to the main data-centre for data backup and to access other siteôs patient 

medical records. Distributed Model uses a separate server for each site and, hosts its 

own Shared Files and patientsô records, and manages its own backups. The main benefit 

of using a Distributed Model is that it is not using a centralised server, where each site 

can survive on its own and have its own server (there is no single point of failure), and 

connecting over the internet. The disadvantages of using this model, obviously, are cost 

as it will require additional hardware and software, and the backup architecture 

bandwidth. 

 


